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Ethernet / PROFINET in the context of Industry 4.0

Networked future – accepting the challenge 

Ethernet-based real-time protocols are becoming the stand-

ard in industrial data communication. Classic fieldbus proto-

cols hardly play a role anymore in new automation technol-

ogy concepts. According to estimates, PROFINET achieved 

more market share than PROFIBUS for the first time in 2017. 

Advocates of this technology and its successors are already 

talking about a “triumphal march” of Ethernet in produc-

tion control, because all of a sudden, communication paths 

from machine control to the ERP system are much easier 

to implement. Typical performance limits are disappearing, 

and responsibilities are merging in the course of this devel-

opment. This adds to the importance of clarifying respon-

sibilities again, because networks are no longer the sole 

responsibility of the IT department.

Automation pyramid CPS-based automation with IIT level



5

networks
our passion,  Your Business

Pe
rc

en
t %

0

10

20

30

40

50

60

70

80

90

100

1
10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 170 180 190 200

m
s

2 3 4 5 6 7 8 9

Port load Total utilization

Netload per port

PROmesh P9

PR
Om

es
h 

P2
0

PROmesh P28-R

PROmesh P28-RL

While the protection and confidentiality of data are of 

paramount importance for information technology (IT), 

availability in production is the key factor for operational 

technology (OT). Ultimately, both areas must ap-

proach each other in order to work productively 

and efficiently in the age of the IoT – a challenge 

that must be faced together.

In order to face the changes with confidence 

and success, Indu-Sol has developed – in addi-

tion to the already existing diagnostic concept 

PROmanage® NT – the switch family PROmesh. 

In combination, they stand for highest availa-

bility and operational reliability in OT networks.

The switch family PROmesh, the device de-

velopment of the future, represents a new gen-

eration of its kind with its “High Performance 

onboard Diagnostic”. In addition to intelligent 

switch functionality, the PROmesh P9/P20 has 

an integrated EMC monitoring function that can 

be used at any time to make a statement about 

the relationship between network status and EMC 

stability. The clear and intuitively interpretable 

web interface in the typical traffic light colours 

enables everyone to react quickly and accurately to events 

in the network, and forms the basis for predictive, predict-

able maintenance.

The tasks and responsibilities of the individual areas can be described as follows:

Information Technology (IT) area:
Umbrella term for all processes in the company related to electronic data processing. IT is responsible for the control, process-

ing, storage and backup of data, including the hardware and software used for this purpose. IT management deals with the 

control of IT processes in a broader sense in order to guarantee the processes in the company and to achieve targets.

Industrial Information Technology (IIT) area:
Defines the link between the IT and OT areas. It is responsible for the acquisition and transfer from the OT area to IT of data 

that are not directly related to machine and system control, but are of decisive importance for process control and optimisa-

tion, e. g. quality monitoring/evaluation, logistics, and material flow.

Operational Technology (OT) area:
Operational Technology (OT) refers to hardware and software required for the control, regulation, monitoring and control of 

machines, systems and processes. In the past, operative technologies were only seen as industrial control systems, which com-

municate in closed systems with proprietary protocols. With the entry of Ethernet-based communication (real-time) into the OT 

area, an IT / OT convergence is developing which represents a new challenge.

The SWITCH - The network expert | Technology made easy
www.indu-sol.com/switch-movie or use the QR code directly



6 7

PR
On

et
pl

an

Ethernet / PROFINET in the context of Industry 4.0

Network planning

When we speak of network planning in automation technol-

ogy, this is usually limited to a machine or system. More 

correctly, however, the planning should be set up on a larger 

scale and the machine/system understood as a component 

of the overall network within a hall network. This provides 

a complete overview of the communication relationships be-

tween OT or IIT and IT at a very early stage, allowing respon-

sibilities and access rights to be defined in advance.

In order to achieve an optimal and secure network structure, 

it is necessary to draw up a list of questions in advance and 

to define key points:

■■ New setup or expansion

■■ Speed – bandwidth

■■ Network topology

■■ Network configuration / network load

■■ Access rights / Security

■■ Infrastructure components – Server

■■ Transfer medium – Copper, glass, wireless

■■ Power supply EPS / UPS

■■ Network diagnostics and monitoring

■■ Responsibilities / Maintenance / Service

■■ PROFINET Planning Guidelines of PI 
Version 1.14 – December 2014

■■ PROFINET Commissioning Guideline of PI 
Version 1.36 – December 2014

■■ PROFINET Assembly Guideline of PI 
Version 1.0 – January 2009

■■ Functional Bonding and Shielding of 

PROFIBUS and PROFINET – Version 1.0 – March 18

■■ Cabling structure 

acc. to ISO/IEC 11801

Interactive preliminary planning – PROnetplan
PROnetplan is a software for the preliminary planning of 

industrial networks. The network can be assembled in an 

intuitive way on a graphic interface, and be tested inter-

actively. Important parameters like the netload at the con-

troller are calculated and displayed automatically based on 

the line depth and the preset update rate. With a simple 

simulation of the communication parameters and changes 

in the network structure, potential bottlenecks can be iden-

tified and eliminated during the planning stage. All devices 

and the predicted netload for each interface are listed in a 

clear overview.

Standards and guidelines
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RECOMMENDATION – Quality values
Recommendations on the quality values in PROFINET by Indu-Sol

Jitter 
(deviation from the planned update time) −< 50 %

0Telegram gap 
(missing telegram)

0Error telegram 
(defective telegrams)

100 : 1Load ratio 
(How heavily the network is loaded?)

< 20 %Netload 
(network load in 100 mbps)

In the interest of a permanently high level of network availability, it is important to establish statements or requirements during 

the planning phase regarding qualitative evidence of the network function. In a technical delivery specification (user requirements 

specification), in addition to the infrastructure components, a measurement-based verification of the installation and the commu-

nication behaviour under load conditions must also be stipulated. The following tests and inspection steps are to be carried out.

Offline analysis
Cable measurement
After completed installation at the final installation location, 

the cables of all Ethernet and PROFINET data cables must be 

measured end-to-end (PROFINET 2pr E2E).

The following values must be evaluated and logged depend-

ing on length: min. insertion attenuation reserve – loss along 

the length of the line – min. NEXT reserve – attenuation of 

the cross talk between the individual pairs of wires. 

Inspection tools: ETHERtest V5.2, Art. No. 112010012

Online analysis
Online analysis must be done while the system is functioning 

and the network is fully completed. It must be carried out by 

a company which is independent of the installer, and which 

has been approved by the client.

Operational reliance analysis:
The “Operational reliance analysis” should be carried out 

over a period of at least five working days with full/partial 

system functionality. The telegram traffic between the PLC 

and the first switch port is permanently logged in order to 

qualitatively evaluate the parameters listed here.

Inspection tools: PROFINET-INspektor® NT, 
Art. No. 124030100

System-describing analysis:
It is used to determine the topology of the network including 

all network and device information. These must be checked 

for compliance with the planning specifications and docu-

mented.

Inspection tools: PROscan Active® V2, 
Art. No. 117000053

Acceptance test and quality control

Integration of the PROFINET-INspektor® NT into the PROFINET network
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Ethernet / PROFINET in the context of Industry 4.0

Network monitoring

Integration of components for network monitoring

Network monitoring is an important component of end-

to-end asset management. Often the question arises from 

which number of devices or for which network character-

istics network monitoring should be adopted. In auto-

mation, however, the associated networks are often still 

regarded as small units isolated towards the outside, al-

though the connections between them and to the high-

er-level IT network are becoming more and more apparent. 

The question cannot be answered by looking at a single 

machine or system control, but can only be answered in 

the context of monitoring the entire OT network. A defi-

nite topology, traceable data transmission paths, and as-

sociated information such as netload, availability, speed, 

communication devices are basic prerequisites for assum-

ing responsibility for a network.

Network monitoring is an automated maintenance and re-

pair system that permanently determines the current net-

work status and, in the event of quality-relevant events, 

issues a foresighted alarm with a specific time refer-

ence. To achieve this, the central monitoring software 

PROmanage® NT queries, analyzes, stores and graphically 

displays the device diagnoses, including port statistics, 

minute-by-minute via a standard SNMP protocol. 

When using PROFINET, the passive PROFINET-INspektor® NT 

data loggers are additionally installed between the con-

troller and the first switch port in order to obtain in-

formation about the communication behaviour within the 

network. This is necessary because the device diagnoses 

of the manufacturers allow very different or sometimes 

even no statements about the communication status of 

the network.
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Event notification with time stamp
With the integrated threshold value management, limit val-

ues can be defined for every network parameter. When a limit 

is reached, an entry with a time stamp and event description 

is made automatically in the event list. Information about 

network errors can be retrieved from the event list with just 

one click.

Alarm management
Integrated alarm management enables automatic forwarding 

of event notifications. By selecting a suitable information 

medium (e mail, message services, OPC, SNMP), all messages 

can be transmitted to the responsible persons in a timely 

manner. This shortens notification paths and prevents un

desired plant downtimes.

Network load displayed accurate to the millisecond
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172.1.104.131

m-9703856-
ap0130-

cam-104131

172.1.162.10

m-9703856-
ap1440-

sps-162010

172.1.105.10

m-9703856-
ap0170-

sps-105010

172.1.160.10

m-9703856-
ap1420-

sps-160010

172.1.164.10

m-9703856-
ap1530-

sps-164010

172.1.81.10

m-9703856-
vk0002-

sps-081010

172.1.121.10

m-9703856-
ap0660-

sps-121010

172.1.154.10

m-9703856-
ap1360-

sps-154010

172.1.126.10

m-9703856-
ap1040-

sps-126010

172.1.151.10

m-9703856-
ap1330-

sps-151010

172.1.14.10

m-9703856-
ap0100-

sps-014010

172.1.39.10

m-9703856-
ap1690-

sps-039010

172.1.43.70

m-9703856-
ap0140-

sst-043070

172.1.118.10

m-9703856-
ap0590-

sps-118010

172.1.15.11

m-9703856-
ap0120-mpa-015

172.1.20.11

m-9703856-
ap0260-

mpa-020011

172.1.81.45

m-9703856-
vk0002-

ets-081045

172.1.31.201

m-9703856-
ap0560-

etp-031201

172.1.82.42

m-9703856-
vk0003-

ets-082042

172.1.31.40

m-9703856-
ap0560-

ets-031040

172.1.80.6

m-9703856-
vk0001-

swi-080006

172.1.14.181

m-9703856-
ap0100-

etp-014181

172.1.16.51

m-9703856-
ap0040-

etp-016051

172.1.43.200

m-9703856-
ap0140-

etp-043200

172.1.159.1

m-9703856-
ap1410-

swi-159001

172.1.119.1

m-9703856-
ap0630-

swi-119001

172.1.23.11

m-9703856-
ap320-

mpa-023011

172.1.140.1

m-9703856-
ap1210swi-140

172.1.109.1

m-9703856-
ap0330-

swi-109001

172.1.146.1

m-9703856-
ap1270-

swi-146001

172.1.136.50

m-9703856-
ap1160-

etp-136030

172.1.41.1

m-9703856-
ap0310-

swi-041001

172.1.12.181

m-9703856-
ap0070-

etp-012181

172.1.1.181

bla

172.1.110.50

m-9703856-
ap0350-

etp-110050

172.1.177.50

m-9703856-
ap1680-

etp-177030

172.1.30.73

m-9703856-
ap0530-

ets-030073

172.1.116.50

m-9703856-
ap0540-

sps-116050

172.1.129.50

m-9703856-
ap1080-

etp-129050

172.1.41.51

m-9703856-
ap0310-

etp-041051

172.1.132.50

m-9703856-
ap1120-

etp-132030

172.1.82.91

m-9703856-
vk0003-

sst-082091

172.1.106.1

m-9703856-
ap0190-

swi-106001

172.1.144.50

m-9703856-
ap1250-

etp-144030

172.1.19.54

m-9703856-
ap0250-

etp-019054

172.1.30.53

m-9703856-
ap0530-

ets-030053

172.1.43.40

m-9703856-
ap0140-

ets-043040

172.1.149.1

m-9703856-
ap1300-

swi-149001

172.1.126.50

m-9703856-
ap1040-

etp-126030

172.1.23.51

m-9703856-
ap320-

etp-023051

172.1.43.57

m-9703856-
ap0140-

etp-043057

172.1.30.52

m-9703856-
ap0530-

ets-030052

172.1.15.51

m-9703856-
ap0120-

etp-015051

172.1.29.58

m-9703856-
ap0490-

etp-029058

172.1.121.1

m-9703856-
ap0660-

swi-121001

172.1.24.53

m-9703856-
ap0340-

etp-026053

172.1.34.1

m-9703856-
ap0690-

swi-016001

172.1.12.1

m-9703856-
ap0070-

swi-012001

172.1.12.54

m-9703856-
ap0070-

etp-012054

172.1.35.42

m-9703856-
ap0710-

ets-035042

172.1.150.1

m-9703856-
ap1320-

swi-150001

172.1.80.92

m-9703856-
vk0001-

sst-080092

172.1.44.52

m-9703856-
ap0270-

etp-044052

172.1.80.55

m-9703856-
vk0001-

etp-080055

172.1.26.40

m-9703856-
ap0450-

ets-026040

172.1.220.27

m-9703856-
apflex-sst-220027

172.1.15.210

m-9703856-
ap0120-

swi-015210

172.1.220.62

m-9703856-
apflex-sst-220062

172.1.121.91

m-9703856-
ap0660-

sst-121091

172.1.121.50

m-9703856-
ap0660-

etp-121050

172.1.15.1

m-9703856-
ap0120-

swi-015001

172.1.14.6

m-9703856-
ap0100-

swi-014006

172.1.154.50

m-9703856-
ap1360-

etp-154030

172.1.21.6

m-9703856-
ap0280-

swi-021006

172.1.130.1

m-9703856-
ap1090-

swi-130001

172.1.123.151

m-9703856-
ap0700-

rto-123151

172.1.220.59

m-9703856-
apflex-sst-220059

172.1.31.200

m-9703856-
ap0560-

swi-031200

172.1.175.152

m-9703856-
ap1660-

rto-175152

172.1.123.150

m-9703856-
ap0700-

rto-123150

172.1.43.51

m-9703856-
ap0140-

etp-043051

172.1.110.1

m-9703856-
ap0350-

swi-110001

172.1.168.12

m-9703856-
ap1570-

eks-168012

172.1.33.59

m-9703856-
ap0620-

etp-033059

172.1.15.90

m-9703856-
ap0120-

sst-015090

172.1.14.51

m-9703856-
ap0100-

etp-014051

172.1.18.70

m-9703856-
ap0210-

ncu-018070

172.1.22.1

m-9703856-
ap0290-

swi-022001

172.1.82.12

m-9703856-
vk0003-

eks-082012

172.1.111.1

m-9703856-
ap0420-

swi-111001

172.1.24.6

m-9703856-
ap0340-

swi-024006

172.1.26.90

m-9703856-
ap0450-

sst-026090

172.1.81.52

m-9703856-
vk0002-

etp-081052

172.1.165.50

m-9703856-
ap1540-

etp-165030

172.1.122.12

m-9703856-
ap0670-

eks-122012

172.1.41.53

m-9703856-
ap0310-

etp-041053

172.1.170.12

m-9703856-
ap1590-

eks-170012

172.1.102.12

m-9703856-
ap0090-

eks-102012

172.1.24.62

m-9703856-
ap0340-

ven-024062

172.1.175.1

m-9703856-
ap1660-

swi-175001

172.1.14.186

m-9703856-
ap0100-

ven-014186

172.1.12.67

m-9703856-
ap0070-

ven-012067

172.1.18.51

m-9703856-
ap0210-

etp-018051

172.1.33.64

m-9703856-
ap0620-

ven-033064

172.1.33.50

m-9703856-
ap0620-

etp-033050

172.1.19.51

m-9703856-
ap0250-

etp-019051

172.1.25.62

m-9703856-
ap0410-

ven-025062

172.1.22.61

m-9703856-
ap0290-

ven-022061

172.1.30.62

m-9703856-
ap0530-

ven-030062

172.1.20.60

m-9703856-
ap0260-

ven-020060

172.1.142.50

m-9703856-
ap1230-

etp-142030

172.1.33.51

m-9703856-
ap0620-

etp-033051

172.1.37.1

m-9703856-
ap1620-

swi-037001

172.1.80.50

m-9703856-
vk0001-

etp-080050

172.1.111.50

m-9703856-
ap0420-

etp-111050

172.1.82.41

m-9703856-
vk0003-

ets-082041

172.1.37.71

m-9703856-
ap1620-

ncu-042972

172.1.22.40

m-9703856-
ap0290-

ets-022040

172.1.41.2

m-9703856-
ap0310-

swi-041002

172.1.22.62

m-9703856-
ap0290-

ven-022062

172.1.171.50

m-9703856-
ap1600-

etp-171030

172.1.22.51

m-9703856-
ap0290-

etp-022051

172.1.19.2

m-9703856-
ap0250-

swi-019002

172.1.82.50

m-9703856-
vk0003-

etp-082050

172.1.20.40

m-9703856-
ap0260-

ets-020040

172.1.152.1

m-9703856-
ap1340-

swi-152001

172.1.173.1

m-9703856-
ap1630-

swi-173001

172.1.180.1

m-9703856-
ap1685-

swi-180001

172.1.31.51

m-9703856-
ap0560-

etp-031051

172.1.136.10

m-9703856-
ap1160-

sps-136010

172.1.153.10

m-9703856-
ap1350-

sps-153010

172.1.182.1

m-9703856-
ap1687-

swi-182001

172.1.114.10

m-9703856-
ap0500-

sps-114010

172.1.16.7

m-9703856-
ap0040-

swi-016007

172.1.153.50

m-9703856-
ap1350-

etp-153030

172.1.39.50

m-9703856-
ap1690-

etp-039050

172.1.131.1

m-9703856-
ap1100-

swi-131001

172.1.81.5

m-9703856-
vk0002-

swi-081005

172.1.33.40

m-9703856-
ap0620-

ets-033040

172.1.44.11

m-9703856-
ap0270-

mpa-044011

172.1.24.11

m-9703856-
ap0340-

mpa-024011

172.1.18.1

m-9703856-
ap0210-

swi-018001

172.1.80.17

m-9703856-vk1-
mpa-080017

172.1.37.54

m-9703856-
ap1620-

etp-037054

172.1.12.11

m-9703856-
ap0040-mpa-012

172.1.19.12

m-9703856-
ap0250-

eks-019012

172.1.164.50

m-9703856-
ap1530-

etp-164030

172.1.112.50

m-9703856-
ap0440-

etp-112050

172.1.107.1

m-9703856-
ap0230-

swi-107001

172.1.15.10

m-9703856-
ap0120-

sps-015010

172.1.220.71

m-9703856-
apflex-sst-220071

172.1.12.170

m-9703856-
ap0070-

rob-012170

172.1.138.90

m-9703856-
ap1180-

sst-138090

172.1.20.51

m-9703856-
ap0260-

etp-020051

172.1.12.6

m-9703856-
ap0070-

swi-012006

172.1.14.170

m-9703856-
ap0100-

rob-014170

172.1.21.185

m-9703856-
ap0280-

ven-021185

172.1.220.41

m-9703856-
apflex-sst-220041

172.1.31.60

m-9703856-
ap0560-

ven-031060

172.1.18.60

m-9703856-
ap0210-

ven-018060

172.1.29.69

m-9703856-
ap0490-

ven-029069

172.1.81.150

m-9703856-
vk0002-

pra-081150

172.1.173.90

m-9703856-
ap1630-

sst-173090

172.1.163.50

m-9703856-
ap1460-

etp-163050

172.1.15.170

m-9703856-
ap0120-

rob-015170

172.1.43.170

m-9703856-
ap0140-

rob-043170

172.1.17.60

m-9703856-
ap180-

ven-017060

172.1.138.1

m-9703856-
ap1180-

swi-138001

0.0.0.0

172.1.168.1

m-9703856-
ap1570-

swi-168001

172.1.20.61

m-9703856-
ap0260-

ven-020061

172.1.37.68

m-9703856-
ap1620-

ven-037068

172.1.81.3

m-9703856-
vk0002-

swi-081003

172.1.25.172

m-9703856-
ap0410-

ven-025172

172.1.41.60

m-9703856-
ap0310-

ven-041060

172.1.43.71

m-9703856-
ap0140-

sst-043071

172.1.114.90

m-9703856-
ap0500-

sst-114090

172.1.220.40

m-9703856-
apflex-sst-220040

172.1.19.62

m-9703856-
ap0250-

ven-019062

172.1.35.60

m-9703856-
ap0710-

ven-035060

172.1.35.130

m-9703856-
ap0710-

pra-035130

172.1.22.60

m-9703856-
ap0290-

ven-022060

172.1.36.10

m-9703856-
ap1070-

sps-036010

172.1.167.50

m-9703856-
ap1560-

etp-167030

172.1.29.61

m-9703856-
ap0490-

ven-029061

172.1.161.12

m-9703856-
ap1430-

eks-161012

172.1.80.93

m-9703856-
vk0001-

sst-080093

172.1.123.130

m-9703856-
ap0700-

sca-123130

172.1.220.16

m-9703856-
apflex-sst-220016

172.1.112.12

m-9703856-
ap0440-

eks-112012

172.1.149.10

m-9703856-
ap1300-

sps-149010

172.1.138.12

m-9703856-
ap1180-

eks-138012

172.1.220.64

m-9703856-
apflex-sst-220064

172.1.23.10

m-9703856-
ap0320-

sps-023010

172.1.109.90

m-9703856-
ap0330-

sst-109090

172.1.36.12

m-9703856-
ap1070-

eks-036012

172.1.148.12

m-9703856-
ap1290-

eks-148012

172.1.220.23

m-9703856-
apflex-sst-220023

172.1.164.12

m-9703856-
ap1530-

eks-164012

172.1.81.14

m-9703856-
vk0002-

eks-081014

172.1.220.87

m-9703856-
apflex-sst-220087

172.1.104.90

m-9703856-
ap0130-

sst-104090

172.1.220.10

m-9703856-
apflex-sst-220010

172.1.117.130

m-9703856-
ap0570-

sca-117130

172.1.110.12

m-9703856-
ap0350-

eks-110012

172.1.220.5

m-9703856-
apflex-sst-220005

172.1.175.91

m-9703856-
ap1660-

sst-175091

172.1.23.12

m-9703856-
ap320-

eks-023012

172.1.118.12

m-9703856-
ap0590-

eks-118012

172.1.16.6

m-9703856-
ap0040-

swi-016170

172.1.30.12

m-9703856-
ap0530-

eks-030012

172.1.109.12

m-9703856-
ap0330-

eks-109012

172.1.145.12

m-9703856-
ap1260-

eks-145012

172.1.166.12

m-9703856-
ap1550-

eks-166012

172.1.33.12

m-9703856-
ap0620-

eks-033012

172.1.220.52

m-9703856-
apflex-sst-220052

172.1.34.92

m-9703856-
ap0690-sst-03

172.1.169.12

m-9703856-
ap1580-

eks-169012

172.1.103.12

m-9703856-
ap0110-

eks-103012

172.1.220.70

m-9703856-
apflex-sst-220070

172.1.40.10

m-9703856-
ap0150-

sps-040010

172.1.130.12

m-9703856-
ap1090-

eks-130012

172.1.150.10

m-9703856-
ap1320-

sps-150010

172.1.82.14

m-9703856-
vk0003-

eks-082014

172.1.114.1

m-9703856-
ap0500-

swi-114001

172.1.40.51

m-9703856-
ap0150-

etp-040051

172.1.18.40

m-9703856-
ap0210-

ets-018040

172.1.169.50

m-9703856-
ap1580-

etp-169030

172.1.115.1

m-9703856-
ap0510-

swi-115001

172.1.116.10

m-9703856-
ap0540-

sps-116010

172.1.43.121

m-9703856-
ap0140-

son-043120

172.1.29.71

m-9703856-
ap0490-

ncu-042971

172.1.42.1

m-9703856-
ap1200-

swi-042001

172.1.26.1

m-9703856-
ap0450-

swi-026001

172.1.147.1

m-9703856-
ap1280-

swi-147001

172.1.134.50

m-9703856-
ap1140-

etp-134030

172.1.26.10

m-9703856-
ap0450-

sps-026010

172.1.82.1

m-9703856-
vk0003-

swi-082001

172.1.25.171

m-9703856-
ap0410-

etp-025171

172.1.104.1

m-9703856-
ap0130-

swi-104001

172.1.176.2

m-9703856-
ap1670-

ets-176125

172.1.43.50

m-9703856-
ap0140-

etp-043050

172.1.34.11

m-9703856-
ap0690-

mpa-034011

172.1.29.53

m-9703856-
ap0490-

etp-029053

172.1.26.11

m-9703856-
ap0450-

mpa-026011

172.1.29.40

m-9703856-
ap0490-

ets-029040

172.1.38.11

m-9703856-
ap1650-

mpa-038011

172.1.100.1

m-9703856-
ap5080-

swi-100001

172.1.177.125

m-9703856-
ap1680-

ets-177125

172.1.145.10

m-9703856-
ap1260-

sps-145010

172.1.81.15

m-9703856-vk2-
mpa-081015

172.1.81.23

m-9703856-vk2-
mpa-081023

172.1.16.1

m-9703856-
ap0040-

swi-016001

172.1.166.10

m-9703856-
ap1550-

sps-166010

172.1.12.57

m-9703856-
ap0070-

etp-012057

172.1.19.53

m-9703856-
ap0250-

etp-019053

172.1.116.120

m-9703856-
ap0540-

son-116120

0.0.0.0

172.1.21.40

m-9703856-
ap0280-

ets-021040

172.1.12.180

m-9703856-
ap0070-

etp-012180

172.1.147.50

m-9703856-
ap1280-

etp-147030

172.1.15.200

m-9703856-
ap0120-

swi-015200

172.1.117.10

m-9703856-
ap0570-

sps-117010

172.1.151.50

m-9703856-
ap1330-

etp-151030

172.1.124.10

m-9703856-
ap1020-

sps-124010

172.1.25.10

m-9703856-
ap0410-

sps-025010

172.1.19.10

m-9703856-
ap0250-

sps-019010

172.1.12.7

m-9703856-
ap0070-

swi-012007

172.1.42.50

m-9703856-
ap1200-

etp-042050

172.1.135.10

m-9703856-
ap1150-

sps-135010

172.1.177.10

m-9703856-
ap1680-

sps-177010

172.1.36.1

m-9703856-
ap1070-

swi-036001

172.1.16.121

ap0040-
mes-016121

172.1.24.185

m-9703856-
ap0340-

ven-024185

172.1.35.61

m-9703856-
ap0710-

ven-035061

172.1.220.85

m-9703856-
apflex-sst-220085

172.1.25.50

m-9703856-
ap0410-

etp-025050

172.1.31.62

m-9703856-
ap0560-

ven-031062

172.1.37.65

m-9703856-
ap1620-

ven-037065

172.1.34.60

m-9703856-
ap0690-

ven-034060

172.1.160.1

m-9703856-
ap1420-

swi-160001

172.1.33.70

m-9703856-
ap0620-

sst-033070

172.1.220.54

m-9703856-
apflex-sst-220054

172.1.220.53

m-9703856-
apflex-sst-220053

172.1.43.10

m-9703856-
ap0140-

sps-043010

172.1.220.43

m-9703856-
apflex-sst-220043

172.1.220.7

m-9703856-
apflex-sst-220007

172.1.43.65

m-9703856-
ap0140-

ven-043065

172.1.173.150

m-9703856-
ap1630-

rto-173150

172.1.129.152

m-9703856-
ap1080-

rto-129152

172.1.82.51

m-9703856-
vk0003-

etp-082051

172.1.129.151

m-9703856-
ap1080-

rto-129151

172.1.33.69

m-9703856-
ap0620-

ven-033069

172.1.44.60

m-9703856-
ap0270-

ven-044060

172.1.177.126

m-9703856-
ap1680-

jwf-177126

172.1.149.50

m-9703856-
ap1300-

etp-149030

172.1.220.90

m-9703856-
vk0002-sst-af0400

172.1.176.126

m-9703856-
ap1670-

jwf-176126

172.1.220.2

m-9703856-
apflex-sst-220002

172.1.220.18

m-9703856-
apflex-sst-220018

172.1.152.10

m-9703856-
ap1340-

sps-152010

172.1.140.130

m-9703856-
ap1210-

sca-140130

172.1.179.12

m-9703856-
ap0680-

eks-179012

172.1.18.90

m-9703856-
ap0210-

sst-018090

172.1.220.63

m-9703856-
apflex-sst-220063

172.1.100.50

m-9703856-
ap5080-

etp-100050

172.1.17.1

m-9703856-
ap0180-

swi-017001

172.1.43.58

m-9703856-
ap0140-

etp-043058

172.1.14.180

m-9703856-
ap0100-

etp-014180

172.1.38.40

m-9703856-
ap1650-

ets-038040

172.1.30.40

m-9703856-
ap0530-

ets-030040

172.1.174.1

m-9703856-
ap1640-

swi-174001

172.1.37.76

m-9703856-
ap1620-

sew-037076

172.1.115.10

m-9703856-
ap0510-

sps-115010

172.1.19.40

m-9703856-
ap0250-

ets-019040

172.1.135.1

m-9703856-
ap1150-

swi-135001

172.1.81.55

m-9703856-
vk0002-

etp-081055

172.1.125.1

m-9703856-
ap1030-

swi-125001

172.1.26.50

m-9703856-
ap0450-

etp-026050

172.1.80.44

m-9703856-
vk0001-

ets-080044

172.1.148.10

m-9703856-
ap1290-

sps-148010

172.1.34.50

m-9703856-
ap0690-

etp-034050

172.1.141.10

m-9703856-
ap1220-

sps-141010

172.1.24.180

m-9703856-
ap0340-

etp-024180

172.1.80.4

m-9703856-
vk0001-

swi-080004

172.1.152.50

m-9703856-
ap1340-

etp-152030

172.1.38.70

m-9703856-
ap1650-ncu

172.1.112.10

m-9703856-
ap0440-

sps-112010

172.1.30.13

m-9703856-
ap600-

mpa-214003

172.1.81.11

m-9703856-vk2-
mpa-081011

172.1.33.11

m-9703856-
ap620-mpa-033

172.1.14.7

m-9703856-
ap0100-

swi-014007

172.1.161.10

m-9703856-
ap1430-

sps-161010

172.1.30.1

m-9703856-
ap0530-

swi-030001

172.1.22.50

m-9703856-
ap0290-

etp-022050

172.1.139.50

m-9703856-
ap1190-

etp-139030

172.1.81.17

m-9703856-vk2-
mpa-081017

172.1.30.6

m-9703856-
ap0530-

swi-033006

172.1.81.53

m-9703856-
vk0002-

etp-081053

172.1.35.1

m-9703856-
ap0710-

swi-035001

172.1.120.50

m-9703856-
ap0640-

etp-120050

172.1.165.1

m-9703856-
ap1540-

swi-165001

172.1.35.11

m-9703856-
ap0710-mpa-016

172.1.80.2

m-9703856-
vk0001-

swi-080002

172.1.37.52

m-9703856-
ap1620-

etp-037052

172.1.148.1

m-9703856-
ap1290-

swi-148001

172.1.124.50

m-9703856-
ap1020-

etp-124030

172.1.41.52

m-9703856-
ap0310-

etp-041052

172.1.37.70

m-9703856-
ap1620--

ncu-037070

172.1.19.120

m-9703856-
ap0250-

nc-019120

172.1.37.59

m-9703856-
ap1620-

etp-037059

172.1.37.50

m-9703856-
ap1620-

etp-037050

172.1.41.50

m-9703856-
ap0310-

etp-041050

172.1.38.50

m-9703856-
ap1650-

etp-038050

172.1.14.60

m-9703856-
ap0100-

ven-014060

172.1.25.170

m-9703856-
ap0410-

rob-025170

172.1.19.170

m-9703856-
ap0250-

rob-019170

172.1.15.171

m-9703856-
ap0120-

rob-015171

172.1.17.50

m-9703856-
ap180-

etp-017050

172.1.42.40

m-9703856-
ap1200-

ets-042040

172.1.18.61

m-9703856-
ap0210-

ven-018061

172.1.30.60

m-9703856-
ap0530-

ven-030060

172.1.16.123

ap0040-
mes-016123

172.1.23.61

m-9703856-
ap320-

cpx-023061

172.1.16.186

m-9703856-
ap0040-

ven-016186

172.1.14.171

m-9703856-
ap0100-

rob-014171

172.1.15.202

m-9703856-
ap0120-

ven-015202

172.1.31.170

m-9703856-
ap0560-

rob-031170

172.1.16.170

m-9703856-
ap0040-

rob-016170

172.1.44.62

m-9703856-
ap0270-

ven-044062

172.1.119.151

m-9703856-
ap0630-

rto-119151

172.1.30.170

m-9703856-
ap0530-

rob-030170

172.1.19.65

m-9703856-
ap0250-

ven-019065

172.1.23.50

m-9703856-
ap320-

etp-023050

172.1.80.150

m-9703856-
vk0001-

mes-080150

172.1.80.91

m-9703856-
vk0001-

sst-080091

172.1.37.60

m-9703856-
ap1620-

ven-037060

172.1.42.61

m-9703856-
ap1200-

ven-042061

172.1.220.74

m-9703856-
apflex-sst-220074

172.1.220.13

m-9703856-
apflex-sst-220013

172.1.12.63

m-9703856-
ap0070-

ven-012063

172.1.129.130

m-9703856-
ap1080-

sca-129130

172.1.24.170

m-9703856-
ap0340-

rob-024170

172.1.29.60

m-9703856-
ap0490-

ven-029060

172.1.175.153

m-9703856-
ap1660-

rto-175153

172.1.29.67

m-9703856-
ap0490-

ven-029067

172.1.220.65

m-9703856-
apflex-sst-220065

172.1.140.151

m-9703856-
ap1210-

rto-140151

172.1.23.90

m-9703856-
ap0320-

sst-023090

172.1.220.4

m-9703856-
apflex-sst-220004

172.1.122.90

m-9703856-
ap0670-

sst-122090

172.1.37.12

m-9703856-
ap1620-

eks-037012

172.1.220.42

m-9703856-
apflex-sst-220042

172.1.16.62

m-9703856-
ap0040-

ven-016062

172.1.81.16

m-9703856-
vk0002-

eks-081016

172.1.117.50

m-9703856-
ap0570-

etp-117050

172.1.105.90

m-9703856-
ap0170-

sst-105090

172.1.107.12

m-9703856-
ap0230-

eks-107012

172.1.80.62

m-9703856-
vk0001-

etp-080062

172.1.171.12

m-9703856-
ap1600-

eks-171012

172.1.118.1

m-9703856-
ap0590-

swi-118001

172.1.220.60

m-9703856-
apflex-sst-220060

172.1.131.12

m-9703856-
ap1100-

eks-131012

172.1.221.6

m-9703856-
apflex-sca-221006

172.1.104.12

m-9703856-
ap0130-

eks-104012

172.1.220.29

m-9703856-
apflex-sst-220029

172.1.80.16

m-9703856-
vk0001-

eks-080016

172.1.36.91

m-9703856-
ap1070-

sst-036091

172.1.80.24

m-9703856-
vk0001-

eks-080024

172.1.12.12

m-9703856-
ap0070-

eks-012012

172.1.220.26

m-9703856-
apflex-sst-220026

172.1.220.12

m-9703856-
apflex-sst-220012

172.1.159.12

m-9703856-
ap1410-

eks-159012

172.1.127.12

m-9703856-
ap1050-

eks-127012

172.1.180.12

m-9703856-
ap1685-

eks-180012

172.1.106.12

m-9703856-
ap0190-

eks-106012

172.1.160.12

m-9703856-
ap1420-

eks-160012

172.1.162.50

m-9703856-
ap1440-

etp-162030

172.1.104.50

m-9703856-
ap0130-

etp-104050

172.1.153.12

m-9703856-
ap1350-

eks-153012

172.1.160.50

m-9703856-
ap1420-

etp-160030

172.1.115.12

m-9703856-
ap0510-

eks-115012

172.1.12.9

m-9703856-
ap0070-

pnpn-012009

172.1.80.22

m-9703856-
vk0001-

eks-080022

172.1.171.10

m-9703856-
ap1600-

sps-171010

172.1.113.12

m-9703856-
ap0460-

eks-113012

172.1.144.12

m-9703856-
ap1250-

eks-144012

172.1.81.20

m-9703856-
vk0002-

eks-081020

172.1.133.1

m-9703856-
ap1130-

swi-133001

172.1.152.12

m-9703856-
ap1340-

eks-152012

172.1.29.12

m-9703856-
ap0490-

eks-029012

172.1.29.57

m-9703856-
ap0490-

etp-029057

172.1.34.40

m-9703856-
ap0690-

ets-034040

172.1.25.40

m-9703856-
ap0410-

ets-025040

172.1.33.13

m-9703856-
ap0620-

mpa-033013

172.1.80.15

m-9703856-vk1-
mpa-080015

172.1.31.11

m-9703856-
ap0560-mpa-031

172.1.159.50

m-9703856-
ap1410-

etp-159030

172.1.30.11

m-9703856-
ap0530-mpa-016

172.1.138.10

m-9703856-
ap1180-

sps-138010

172.1.82.11

m-9703856-vk3-
mpa-082011

172.1.15.40

m-9703856-
ap0120-

ets-015040

172.1.22.53

m-9703856-
ap0290-

etp-022053

172.1.166.1

m-9703856-
ap1550-

swi-166001

172.1.40.50

m-9703856-
ap0150-

etp-040050

172.1.23.70

m-9703856-
ap320-ncu-0230

172.1.20.120

m-9703856-
ap0260-

nc-020120

172.1.105.50

m-9703856-
ap0170-

etp-105050

172.1.172.10

m-9703856-
ap1610-

sps-172010

172.1.22.11

m-9703856-
ap0290-

mpa-022011

172.1.29.56

m-9703856-
ap0490-

etp-029056

172.1.15.50

m-9703856-
ap0120-

etp-015050

172.1.18.50

m-9703856-
ap0210-

etp-018050

172.1.163.1

m-9703856-
ap1460-

swi-163001

172.1.134.1

m-9703856-
ap1140-

swi-134001

172.1.80.53

m-9703856-
vk0001-

etp-080053

172.1.106.10

m-9703856-
ap0190-

sps-106010

172.1.44.1

m-9703856-
ap0270-

swi-044001

172.1.15.54

m-9703856-
ap0120-

etp-015054

172.1.25.1

m-9703856-
ap0410-

swi-025001

172.1.103.1

m-9703856-
ap0110-

swi-103001

172.1.31.50

m-9703856-
ap0560-

etp-031050

172.1.135.50

m-9703856-
ap1150-

etp-135030

172.1.167.1

m-9703856-
ap1560-

swi-167001

172.1.143.1

m-9703856-
ap1240-

swi-143001

172.1.15.55

m-9703856-
ap0120-

etp-015055

172.1.14.52

m-9703856-
ap0100-

etp-014052

172.1.38.10

m-9703856-
ap1650-

sps-038010

172.1.16.10

m-9703856-
ap0040-

sps-016010

172.1.103.10

m-9703856-
ap0110-

sps-103010

172.1.12.51

m-9703856-
ap0070-

etp-012051

172.1.82.10

m-9703856-
vk0003-

sps-082010

172.1.177.1

m-9703856-
ap1680-

swi-177001

172.1.125.50

m-9703856-
ap1030-

etp-125030

172.1.29.72

m-9703856-
ap0490-

ncu-042972

172.1.81.2

m-9703856-
vk0002-

swi-081002

172.1.122.10

m-9703856-
ap0670-

sps-122010

172.1.126.1

m-9703856-
ap1040-

swi-126001

172.1.35.40

m-9703856-
ap0710-

ets-035040

172.1.43.60

m-9703856-
ap0140-

ven-043060

172.1.155.1

m-9703856-
ap1370-

swi-155001

172.1.25.51

m-9703856-
ap0410-

etp-025051

172.1.12.64

m-9703856-
ap0070-

ven-012064

172.1.29.70

m-9703856-
ap0490-

sew-029070

172.1.17.11

m-90703856-
ap0180-

mpa-017011

172.1.19.60

m-9703856-
ap0250-

ven-019060

172.1.38.130

m-9703856-
ap1650-

cam-038130

172.1.106.150

m-9703856-
ap0190-

rto-106150

172.1.37.72

m-9703856-
ap1620-

cam-037072

172.1.82.92

m-9703856-
vk0003-

sst-082092

172.1.29.11

m-9703856-
ap0490-

mpa-029011

172.1.23.120

m-9703856-
ap0320-

mes-023120

172.1.12.65

m-9703856-
ap0070-

ven-012065

172.1.24.63

m-9703856-
ap0340-

ven-024063

172.1.119.150

m-9703856-
ap0630-

rto-119150

172.1.12.60

m-9703856-
ap0070-

ven-012060

172.1.37.180

m-9703856-
ap1620-

pnk-037180

172.1.12.62

m-9703856-
ap0070-

ven-012062

172.1.19.55

m97038560250sst
01-01955

172.1.81.130

m-9703856-
vk0002-

sca-081130

172.1.220.51

m-9703856-
apflex-sst-220051

172.1.37.67

m-9703856-
ap1620-

ven-037067

172.1.37.61

m-9703856-
ap1620-

ven-037061

172.1.43.6

m-0703856-
ap0140-

swi-043170

172.1.161.50

m-9703856-
ap1430-

etp-161030

172.1.43.11

m-9703856-
ap0140-mpa-043

172.1.37.75

m-9703856-
ap1620-

sew-037075

172.1.102.50

m-9703856-
ap0090-

etp-102050

172.1.26.60

m-9703856-
ap0450-

ven-026060

172.1.80.40

m-9703856-
vk0001-

ets-080040

172.1.80.11

m-9703856-vk1-
mpa-080011

172.1.80.30

m-9703856-
vk0001-

eks-080030

172.1.221.5

m-9703856-
apflex-sca-221005

172.1.42.90

m-9703856-
ap1200-

sst-042090

172.1.106.50

m-9703856-
ap0190-

etp-106050

172.1.37.90

m-9703856-
ap1620-

sst-037090

172.1.43.12

m-9703856-
ap0140-

eks-043012

172.1.29.90

m-9703856-
ap0490-

sst-029090

172.1.81.24

m-9703856-
vk0002-

eks-081024

172.1.41.12

m-9703856-
ap0310-

eks-041012

172.1.169.1

m-9703856-
ap1580-

swi-169001

172.1.80.14

m-9703856-
vk0001-

eks-080014

172.1.220.28

m-9703856-
apflex-sst-220028

172.1.170.10

m-9703856-
ap1590-

sps-170010

172.1.110.10

m-9703856-
ap0350-

sps-110010

172.1.166.50

m-9703856-
ap1550-

etp-166030

172.1.105.1

m-9703856-
ap0170-

swi-105001

172.1.24.50

m-9703856-
ap0340-

etp-024050

172.1.20.50

m-9703856-
ap0260-

etp-020050

172.1.44.10

m-9703856-
ap0270-

sps-044010

172.1.24.70

m-9703856-
ap0340-ncu-024

172.1.158.1

m-9703856-
ap1400-

swi-158001

172.1.29.59

m-9703856-
ap0490-

etp-029059

172.1.103.50

m-9703856-
ap0110-

etp-103050

172.1.223.1

m-9703856-
apflex-ets-223001

172.1.82.40

m-9703856-
vk0003-

ets-082040

172.1.223.2

m-9703856-
apflex-ets-223002

172.1.80.57

m-9703856-
vk0001-

etp-080057

172.1.173.10

m-9703856-
ap1630-

sps-173010

172.1.40.1

m-9703856-
ap0150-

swi-040001

172.1.43.52

m-9703856-
ap0140-

etp-043052

172.1.21.10

m-9703856-
ap0280-

sps-021010

172.1.176.10

m-9703856-
ap1670-

sps-176010

172.1.31.1

m-9703856-
ap0560-

swi-031001

172.1.31.53

m-9703856-
ap0560-

ets-031053

172.1.15.52

m-9703856-
ap0120-

etp-015052

172.1.37.10

m-9703856-
ap1620-

sps-037010

172.1.159.10

m-9703856-
ap1410-

sps-159010

172.1.82.59

m-9703856-
vk0003-rfi-082059

172.1.104.10

m-9703856-
ap0130-

sps-104010

172.1.81.41

m-9703856-
vk0002-

ets-081041

172.1.175.50

m-9703856-
ap1660-

etp-175050

172.1.116.1

m-9703856-
ap0540-

swi-116001

172.1.131.10

m-9703856-
ap1100-

sps-131010

172.1.171.1

m-9703856-
ap1600-

swi-171001

172.1.113.1

m-9703856-
ap0460-

swi-113001

172.1.169.10

m-9703856-
ap1580-

sps-169010

172.1.30.72

m-9703856-
ap0530-

ets-030072

172.1.14.1

m-9703856-
ap0100-

swi-014001

172.1.111.10

m-9703856-
ap0420-

sps-111010

172.1.100.10

m-9703856-
ap5080-

sps-100010

172.1.172.50

m-9703856-
ap1610-

etp-172030

172.1.39.11

m-9703856-
ap1690-mpa-039

172.1.16.181

m-9703856-
ap0040-

etp-016181

172.1.80.10

m-9703856-
vk0001-

sps-080010

172.1.158.50

m-9703856-
ap1400-

etp-158030

172.1.23.40

m-9703856-
ap320-ets-023040

172.1.156.50

m-9703856-
ap1380-

etp-156030

172.1.136.1

m-9703856-
ap1160-

swi-136001

172.1.81.43

m-9703856-
vk0002-

ets-081043

172.1.14.11

m-9703856-
ap0100-

mpa-014011

172.1.36.50

m-9703856-
ap1070-

etp-036050

172.1.115.50

m-9703856-
ap0510-

etp-115050

172.1.150.42

m9703856-
ap1320-

ets-150042

172.1.21.170

m-9703856-
ap0280-

rob-021170

172.1.155.10

m-9703856-
ap1370-

sps-155010

172.1.43.1

m-9703856-
ap0140-

swi-043001

172.1.12.121

ap0070-
mes-012121

172.1.24.60

m-9703856-
ap0340-

ven-024060

172.1.12.120

ap0070-
mes-012120

172.1.12.171

m-9703856-
ap0070-

rob-012171

172.1.220.34

m-9703856-
apflex-sst-220034

172.1.29.66

m-9703856-
ap0490-

ven-029066

172.1.16.60

m-9703856-
ap0040-

ven-016060

172.1.102.91

m-9703856-
ap0090-

sst-102091

172.1.37.55

m-9703856-
ap1620-

etp-037055

172.1.102.90

m-9703856-
ap0090-

sst-102090

172.1.25.60

m-9703856-
ap0410-

ven-025060

172.1.16.171

m-9703856-
ap0040-

rob-016171

172.1.220.22

m-9703856-
apflex-sst-220022

172.1.26.13

m-9703856-
ap0490-

mpa-026013

172.1.1.238

is-pb-20384

172.1.21.60

m-9703856-
ap0280-

ven-021060

172.1.176.150

m-9703856-
ap1660-

rto-175150

172.1.29.62

m-9703856-
ap0490-

ven-029062

172.1.220.35

m-9703856-
apflex-sst-220035

172.1.220.80

m-9703856-
apflex-sst-220080

172.1.128.10

m-9703856-
ap1060-

sps-128010

172.1.220.24

m-9703856-
apflex-sst-220024

172.1.155.50

m-9703856-
ap1370-

etp-155030

172.1.33.67

m-9703856-
ap0620-

ven-033067

172.1.33.63

m-9703856-
ap0620-

ven-033063

172.1.120.90

m-9703856-
ap0640-

sst-120090

172.1.140.152

m-9703856-
ap1210-

rto-140152

172.1.39.60

m-9703856-
ap1690-

ven-039060

172.1.41.90

m-9703856-
ap0310-

sst-041090

172.1.30.180

m-9703856-
ap0530-

etp-030180

172.1.17.12

m-9703856-
ap0180-

eks-017012

172.1.82.16

m-9703856-
vk0003-

eks-082016

172.1.40.12

m-9703856-
ap0150-

eks-040012

172.1.162.12

m-9703856-
ap1440-

eks-162012

172.1.104.120

m-9703856-
ap0130-

son-104120

172.1.12.56

m-9703856-
ap0070-

etp-012056

172.1.80.96

m-9703856-
vk0001-

sst-080096

172.1.129.12

m-9703856-
ap1080-

eks-129012

172.1.147.12

m-9703856-
ap1280-

eks-147012

172.1.107.91

m-9703856-
ap0230-

sst-107091

172.1.25.12

m-9703856-
ap0410-

eks-025012

172.1.220.57

m-9703856-
apflex-sst-220057

172.1.150.12

m-9703856-
ap1320-

eks-150012

172.1.176.50

m-9703856-
ap1670-

etp-176030

172.1.31.52

m-9703856-
ap0560-

ets-031052

172.1.125.12

m-9703856-
ap1030-

eks-125012

172.1.17.90

m-9703856-
ap180-sst-017090

172.1.119.12

m-9703856-
ap0630-

eks-119012

172.1.80.26

m-9703856-
vk0001-

eks-080026

172.1.41.130

m-9703856-
ap0310-

sca-041130

172.1.172.1

m-9703856-
ap1610-

swi-172001

172.1.220.78

m-9703856-
apflex-sst-220078

172.1.36.90

m-9703856-
ap1070-

sst-036090

172.1.116.12

m-9703856-
ap0540-

eks-116012

172.1.149.12

m-9703856-
ap1300-

eks-149012

172.1.163.12

m-9703856-
ap1460-

eks-163012

172.1.80.18

m-9703856-
vk0001-

eks-080018

172.1.81.22

m-9703856-
vk0002-

eks-081022

172.1.81.12

m-9703856-
vk0002-

eks-081012

172.1.165.12

m-9703856-
ap1540-

eks-165012

172.1.15.12

m-9703856-
ap0120-

eks-015012

172.1.111.12

m-9703856-
ap0420-

eks-111012

172.1.100.12

m-9703856-
ap5080-

eks-100012

172.1.80.28

m-9703856-
vk0001-

eks-080028

172.1.172.12

m-9703856-
ap1610-

eks-172012

172.1.20.12

m-9703856-
ap0260-

eks-020012

172.1.142.12

m-9703856-
ap1230-

eks-142012

172.1.21.12

m-9703856-
ap0280-

eks-021012

172.1.178.10

m-9703856-
ap1110-

sps-178010

172.1.151.1

m-9703856-
ap1330-

swi-151001

172.1.123.50

m-9703856-
ap0700-

etp-123050

172.1.80.1

m-9703856-
vk0001-

swi-080001

172.1.156.1

m-9703856-
ap1380-

swi-156001

172.1.80.42

m-9703856-
vk0001-

ets-080042

172.1.31.10

m-9703856-
ap0560-

sps-031010

172.1.19.1

m-9703856-
ap0250-

swi-019001

172.1.158.10

m-9703856-
ap1400-

sps-158010

172.1.38.1

m-9703856-
ap1650-

swi-038001

172.1.38.51

m-9703856-
ap1650-

etp-038051

172.1.124.1

m-9703856-
ap1020-

swi-124001

172.1.142.1

m-9703856-
ap1230-

swi-142001

172.1.30.50

m-9703856-
ap0530-

etp-030050

172.1.179.10

m-9703856-
ap0680-

sps-179010

172.1.132.10

m-9703856-
ap1120-

sps-132010

172.1.14.40

m-9703856-
ap0100-

ets-014040

172.1.20.52

m-9703856-
ap0260-

etp-020052

172.1.40.11

m-9703856-
ap0150-mpa-040

172.1.174.10

m-9703856-
ap1640-

sps-174010

172.1.42.11

m-9703856-
ap1200-

mpa-042011

172.1.16.11

m-9703856-
ap0040-mpa-016

172.1.24.51

m-9703856-
ap0340-

etp-024051

172.1.25.11

m-9703856-
ap0410-

mpa-025011

172.1.39.1

m-9703856-
ap1690-

swi-039001

172.1.21.11

m-9703856-
ap0280-mpa-021

172.1.133.50

m-9703856-
ap1130-

etp-133030

172.1.118.50

m-9703856-
ap0590-

etp-118050

172.1.176.1

m-9703856-
ap1670-

swi-176001

172.1.21.1

m-9703856-
ap0280-

swi-021001

172.1.33.72

m-9703856-
ap0620-ncu-033

172.1.145.1

m-9703856-
ap1260-

swi-145001

172.1.34.10

m-9703856-
ap0690-

sps-034010

172.1.35.43

m-9703856-
ap0710-

ets-035043

172.1.129.10

m-9703856-
ap1080-

sps-129010

172.1.119.10

m-9703856-
ap0630-

sps-119010

172.1.82.3

m-9703856-
vk0003-

swi-082003

172.1.12.186

m-9703856-
ap0070-

ven-012186

172.1.132.1

m-9703856-
ap1120-

swi-132001

172.1.36.60

m-9703856-
ap1070-

ven-036060

172.1.123.10

m-9703856-
ap0700-

sps-123010

172.1.175.90

m-9703856-
ap1660-

sst-175090

172.1.19.64

m-9703856-
ap0250-

ven-019064

172.1.24.40

m-9703856-
ap0340-

ets-024040

172.1.220.17

m-9703856-
apflex-sst-220017

172.1.138.91

m-9703856-
apflex-sst-138091

172.1.20.62

m-9703856-
ap0260-

ven-020062

172.1.16.61

m-9703856-
ap0040-

ven-016061

172.1.37.69

m-9703856-
ap1620-

ven-037069

172.1.157.10

m-9703856-
ap1390-

sps-157010

172.1.162.1

m-9703856-
ap1440-

swi-162001

172.1.24.61

m-9703856-
ap0340-

ven-024061

172.1.109.150

m-9703856-
ap0330-

rto-109150

172.1.33.62

m-9703856-
ap0620-

ven-033062

172.1.115.90

m-9703856-
ap0510-

sst-115090

172.1.103.150

m-9703856-
ap0110-

rto-103150

172.1.43.73

m-9703856-
ap0140-

ncu-043073

172.1.129.150

m-9703856-
ap1080-

rto-129150

172.1.19.61

m-9703856-
ap0250-

ven-019061

172.1.220.20

m-9703856-
apflex-sst-220020

172.1.115.11

M-9703856-
AP0510-TPA-115

172.1.106.90

m-9703856-
ap0190-

sst-106090

172.1.37.62

m-9703856-
ap1620-

ven-037062

172.1.16.185

m-9703856-
ap0040-

ven-016185

172.1.16.9

m-9703856-
ap0040-

pnpn-016001

172.1.140.91

m-9703856-
ap1210-

sst-140091

172.1.220.77

m-9703856-
apflex-sst-220077

172.1.140.10

m-9703856-
ap1210-

sps-140010

172.1.176.12

m-9703856-
ap1670-

eks-176012

172.1.81.18

m-9703856-
vk0002-

eks-081018

172.1.35.50

m-9703856-
ap0710-

etp-035050

172.1.80.130

m-9703856-
vk0001-

sca-080130

172.1.34.91

m-9703856-
ap0690-sst-02

172.1.117.90

m-9703856-
ap0570-

sst-117090

172.1.82.90

m-9703856-
vk0003-

sst-082090

172.1.220.88

m-9703856-
apflex-sst-220088

172.1.142.11

TP177B

172.1.107.90

m-9703856-
ap0230-

sst-107090

172.1.100.11

M-9703856-
AP0050-TPA-011

172.1.147.11

M-9703856-
AP1280-TPA-147

172.1.80.54

m-9703856-
vk0001-

etp-080054

172.1.220.9

m-9703856-
apflex-sst-220009

172.1.116.11

M-97038560-
AP0540-TPA-116

172.1.107.11

M-9703856-
AP0230-TPA-107

172.1.118.11

M-9703856-
AP0590-TPA-118

172.1.121.11

M-9703856-
AP0660-TPA-121

172.1.106.11

M-9703856-
AP0190-TPA-106

172.1.161.11

M-9703856-
AP1430-TPA-161

172.1.141.1

m-9703856-
ap1220-

swi-141001

172.1.43.53

m-9703856-
ap0140-

etp-043053

172.1.144.11

M-9703856-
AP1250-TPA-144

172.1.128.50

m-9703856-
ap1060-

etp-128030

172.1.24.120

m-9703856-
ap0340-

son-109120

172.1.165.11

M-9703856-
AP1540-TPA-165

172.1.163.11

M-9703856-
AP1460-TPA-163

172.1.157.11

M-9703856-
AP1390-TPA-157

172.1.123.11

M-9703856-
AP0700-TPA-123

172.1.175.10

m-9703856-
ap1660-

sps-175010

172.1.153.11

M-9703856-
AP1350-TPA-153

172.1.81.21

M-9703856-
VK0002-

TPA-081021

172.1.173.11

M-9703856-
AP1630-

TPA-173011

172.1.180.11

M-9703856-
AP1685-TPA-180

172.1.148.11

M-9703856-
AP1290-TPA-148

172.1.80.27

M-9703856-
AP0030-

TPA-080027

172.1.176.11

M-9703856-
AP1670-TPA-176

172.1.80.19

M-9703856-
VK0001-

TPA-080019

172.1.130.11

M-9703856-
AP1090-TPA-130

172.1.129.1

m-9703856-
ap1080-

swi-129001

172.1.119.11

M-9703856-
AP0630-TPA-119

172.1.142.10

m-9703856-
ap1230-

sps-142010

172.1.136.11

M-9703856-
AP1160-TPA-136

172.1.80.29

M-9703856-
AP1475-TPA-080

172.1.124.11

M-9703856-
AP1020-TPA-124

172.1.80.31

M-9703856-
AP1505-TPA-080

172.1.152.11

M-9703856-
AP0570-TPA-117

172.1.154.11

M-9703856-
AP1360-TPA-154

172.1.143.11

M-9703856-
AP1240-TPA-143

172.1.133.11

M-9703856-
AP1130-TPA-133

172.1.178.11

M-9703856-
AP1110-TPA-178

172.1.102.11

M-9703856-
AP0090-

TPA-102011

172.1.166.11

M-9703856-
AP1550-TPA-166

172.1.126.11

M-9703856-
AP1040-TPA-126

172.1.103.11

M-9703856-
AP0110-TPA-103

172.1.81.19

M-9703856-
VK0002-

TPA-081019

172.1.134.11

M-9703856-
AP1140-TPA-134

172.1.80.21

M-9703856-
VK0001-

TPA-080021

172.1.159.11

M-9703856-
AP1410-TPA-159

172.1.14.50

m-9703856-
ap0100-

etp-014050

172.1.151.11

TP177B

172.1.141.11

M-9703856-
AP1220-TPA-141

172.1.109.11

M-9703856-
AP0330-TPA-109

172.1.171.11

M-9703856-
AP1600-TPA-171

172.1.80.23

M-9703856-
VK0001-

TPA-080023

172.1.164.11

M-9703856-
AP1530-TPA-164

172.1.122.11

M-9703856-
AP0670-TPA-122

172.1.80.61

m-9703856-
vk0001-

etp-080061

172.1.156.11

M-9703856-
AP1380-TPA-156

172.1.155.11

M-9703856-
AP1370-TPA-155

172.1.128.11

TP177B

172.1.177.11

M-9703856-
AP1680-TPA-177

172.1.122.50

m-9703856-
ap0670-

etp-122050

172.1.149.11

M-9703856-
AP1300-TPA-149

172.1.82.2

m-9703856-
vk0003-

swi-082002

172.1.112.11

M-9703856-
AP0440-TPA-112

172.1.178.50

m-9703856-
ap1110-

etp-178030

172.1.80.60

m-9703856-
vk0001-

etp-080060

172.1.179.11

M-9703856-
AP0680-TPA-179

172.1.162.11

M-9703856-
AP1440-TPA-162

172.1.18.11

m-9703856-
ap0210-

mpa-018011

172.1.131.11

M-9703856-
AP1100-TPA-131

172.1.36.11

m-9703856-
ap1070-mpa-016

172.1.172.11

M-9703856-
AP1610-TPA-172

172.1.127.11

M-9703856-
AP1050-TPA-127

172.1.123.1

m-9703856-
ap0700-

swi-123001

172.1.140.11

M-9703856-
AP1210-TPA-140

172.1.22.10

m-9703856-
ap0290-

sps-022010

172.1.160.11

M-9703856-
AP1420-TPA-160

172.1.41.11

m-9703856-
ap0310-mpa-041

172.1.154.1

m-9703856-
ap1360-

swi-154001

172.1.80.25

m-9703856-vk1-
mpa-080025

172.1.113.11

M-9703856-
AP0460-TPA-113

172.1.82.13

m-9703856-vk3-
mpa-082013

172.1.80.13

M-9703856-VK1-
TPA-080013

172.1.43.13

m-9703856-
ap0140-mpa-044

172.1.182.11

M-9703856-
AP1687-TPA-182

172.1.19.11

m-9703856-
ap0250-

mpa-019011

172.1.82.4

m-9703856-
vk0003-

swi-082004

172.1.81.13

M-9703856-
VK0002-

TPA-081013

172.1.145.11

M-9703856-
AP1260-TPA-145

172.1.111.11

M-9703856-
AP0420-TPA-111

172.1.120.11

M-9703856-
AP0640-TPA-120

172.1.104.11

M-9703856-
AP0130-TPA-104

172.1.30.10

m-9703856-
ap0530-

sps-030010

172.1.82.6

M-9703856-
VK0003-

SWI-082006

172.1.158.11

M-9703856-
AP1400-TPA-158

172.1.22.52

m-9703856-
ap0290-

etp-022052

172.1.170.11

M-9704583-
AP1670-MPA-011

172.1.138.11

TP177B

172.1.23.1

m-9703856-
ap320-swi-023001

172.1.125.11

TP177B

172.1.19.52

m-9703856-
ap0250-

etp-019052

172.1.129.11

M-9703856-
AP1080-TPA-129

172.1.110.11

M-9703856-
AP0350-TPA-110

172.1.44.120

m-9703856-
ap0270-

nc-044120

172.1.139.11

M-9703856-
AP1190-TPA-139

172.1.12.55

m-9703856-
ap0070-

etp-012055

172.1.170.50

m-9703856-
ap1590-

etp-170030

172.1.168.11

M-9703856-
AP1570-TPA-168

172.1.105.11

m-9704411-
afxxxx-tpa-001011

172.1.167.11

M-9703856-
AP1560-TPA-167

172.1.14.80

m-9703856-
ap0100-

ncu-014080

172.1.175.11

M-9703856-
AP1660-TPA-175

172.1.174.11

M-9703856-
AP1640-TPA-174

172.1.117.11

M-9703856-
AP0570-TPA-117

172.1.41.10

m-9703856-
ap0310-

sps-041010

172.1.178.1

m-9703856-
ap1110-

swi-178001

172.1.170.49

m-9703856-
ap1590-

pnk-170180

172.1.132.11

TP177B

172.1.41.40

m-9703856-
ap0310-

ets-041040

172.1.80.56

m-9703856-
vk0001-

etp-080056

172.1.42.10

m-9703856-
ap1200-

sps-042010

172.1.112.1

m-9703856-
ap0440-

swi-112001

172.1.16.180

m-9703856-
ap0040-

etp-016180

172.1.36.40

m-9703856-
ap1070-

ets-036040

172.1.42.51

m-9703856-
ap1200-

etp-042051

172.1.173.50

m-9703856-
ap1630-

etp-173050

172.1.12.52

m-9703856-
ap0070-

etp-012052

172.1.81.40

m-9703856-
vk0002-

ets-081040

172.1.143.10

m-9703856-
ap1240-

sps-143010

172.1.14.62

m-9703856-
ap0100-

ven-014062

172.1.102.1

m-9703856-
ap0090-

swi-102001

172.1.128.1

m-9703856-
ap1060-

swi-128001

172.1.220.37

m-9703856-
apflex-sst-220037

172.1.19.185

m-9703856-
ap0250-

ven-019185

172.1.33.58

m-9703856-
ap0620-

etp-033058

172.1.39.40

m-9703856-
ap1690-

ets-039040

172.1.220.76

m-9703856-
apflex-sst-220076

172.1.38.60

m-9703856-
ap1650-

cpx-038060

172.1.220.61

m-9703856-
apflex-sst-220061

172.1.113.50

m-9703856-
ap0460-

etp-113050

172.1.43.72

m-9703856-
ap0140-

ncu-043072

172.1.43.62

m-9703856-
ap0140-

ven-043062

172.1.163.10

m-9703856-
ap1460-

sps-163010

172.1.169.11

M-9703856-
AP1580-TPA-169

172.1.29.65

m-9703856-
ap0490-

ven-029065

172.1.175.155

m-9703856-
ap1660-

rto-175155

172.1.113.150

m-9703856-
ap0460-

rto-113150

172.1.16.120

ap0040-
mes-016120

172.1.43.61

m-9703856-
ap0140-

ven-043061

172.1.220.36

m-9703856-
apflex-sst-220036

172.1.113.152

m-9703856-
ap0460-

rto-113152

172.1.109.91

m-9703856-
ap0330-

sst-109091

172.1.109.130

m-9703856-
ap0330-

sca-109130

172.1.16.122

ap0040-
mes-016122

172.1.81.90

m-9703856-
ap0460-

sst-081090

172.1.123.91

m97038560700sst
02

172.1.81.1

m-9703856-
vk0002-

swi-081001

172.1.113.90

m-9703856-
ap0460-

sst-113090

172.1.37.66

m-9703856-
ap1620-

ven-037066

172.1.182.10

m-9703856-
ap1687-

sps-182010

172.1.80.90

m-9703856-
vk0001-

sst-080090

172.1.40.130

m-9703856-
ap0150-

sca-040130

172.1.136.12

m-9703856-
ap1160-

eks-136012

172.1.158.12

m-9703856-
ap1400-

eks-158012

172.1.220.6

m-9703856-
apflex-sst-220006

172.1.220.39

m-9703856-
apflex-sst-220039

172.1.114.12

m-9703856-
ap0500-

eks-114012

172.1.117.12

m-9703856-
ap0570-

eks-117012

172.1.145.50

m-9703856-
ap1260-

etp-145030

172.1.135.11

M-9703856-
AP1150-TPA-135

172.1.35.12

m-9703856-
ap0710-

eks-035012

172.1.128.12

m-9703856-
ap1060-

eks-128012

172.1.134.12

m-9703856-
ap1140-

eks-134012

172.1.220.55

m-9703856-
apflex-sst-220055

172.1.146.10

m-9703856-
ap1270-

sps-146010

172.1.220.50

m-9703856-
apflex-sst-220050

172.1.220.58

m-9703856-
apflex-sst-220058

172.1.143.12

m-9703856-
ap1240-

eks-143012

172.1.26.12

m-9703856-
ap0450-

eks-026012

172.1.132.12

m-9703856-
ap1120-

eks-132012

172.1.123.12

m-9703856-
ap0700-

eks-123012

172.1.121.12

m-9703856-
ap0660-

eks-121012

172.1.39.12

m-9703856-
ap1690-

eks-039012

172.1.18.12

m-9703856-
ap0210-

eks-018012

172.1.177.12

m-9703856-
ap1680-

eks-177012

172.1.105.12

m-9703856-
ap0170-

eks-105012

172.1.40.40

m-9703856-
ap0150-

ets-040040

172.1.154.12

m-9703856-
ap1360-

eks-154012

172.1.135.12

m-9703856-
ap1150-

eks-135012

172.1.151.12

m-9703856-
ap1330-

eks-151012

172.1.146.12

m-9703856-
ap1270-

eks-146012

172.1.37.11

m9703856-
ap1620-

mpa-037011

172.1.114.11

M-9703856-
AP0500-TPA-114

172.1.29.10

m-9703856-
ap0490-

sps-029010

172.1.120.1

m-9703856-
ap0640-

swi-120001

172.1.82.15

m-9703856-vk3-
mpa-082015

172.1.150.11

M-9703856-
AP1320-TPA-150

172.1.21.50

m-9703856-
ap0280-

etp-021050

172.1.156.10

m-9703856-
ap1380-

sps-156010

172.1.12.50

m-9703856-
ap0070-

etp-012050

172.1.35.10

m-9703856-
ap0710-

sps-035010

172.1.147.10

m-9703856-
ap1280-

sps-147010

172.1.174.50

m-9703856-
ap1640-

etp-174030

172.1.144.10

m-9703856-
ap1250-

sps-144010

172.1.82.52

m-9703856-
vk0003-

etp-082052

172.1.20.1

m-9703856-
ap0260-

swi-020001

172.1.15.211

m-9703856-
ap0120-

etp-015211

172.1.114.50

m-9703856-
ap0500-

etp-114050

172.1.168.10

m-9703856-
ap1570-

sps-168010

172.1.180.10

m-9703856-
ap1685-

sps-180010

172.1.31.70

m-9703856-
ap0560-

ncu-031070

172.1.138.50

m-9703856-
ap1180-

etp-138030

172.1.134.10

m-9703856-
ap1140-

sps-134010

172.1.146.11

M-9703856-
AP1270-TPA-146

172.1.33.74

m-9703856-
ap0620-

ncu-033074

172.1.80.5

m-9703856-
vk0001-

swi-080005

172.1.21.180

m-9703856-
ap0280-

etp-021180

172.1.157.50

m-9703856-
ap1390-

etp-157030

172.1.19.180

m-9703856-
ap0250-

etp-019180

172.1.81.56

m-9703856-
vk0002-

etp-081056

172.1.35.51

m-9703856-
ap0710-

etp-035051

172.1.37.57

m-9703856-
ap1620-

etp-037057

172.1.139.10

m-9703856-
ap1190-

sps-139010
172.1.139.1

m-9703856-
ap1190-

swi-139001

172.1.33.73

m-9703856-
ap0620-

ncu-033073

172.1.16.40

m-9703856-
ap0040-

ets-016040

172.1.161.1

m-9703856-
ap1430-

swi-161001

172.1.81.42

m-9703856-
vk0002-

ets-081042

172.1.29.1

m-9703856-
ap0490-

swi-029001

172.1.179.1

m-9703856-
ap0680-

swi-179001

172.1.33.150

m-9703856-
ap0620-

cam-033150

172.1.24.52

m-9703856-
ap0340-

etp-024052

172.1.17.130

m-9703856-
ap180-

cam-017130

172.1.107.10

m-9703856-
ap0230-

sps-107010

172.1.220.19

m-9703856-
apflex-sst-220019

172.1.43.66

m-9703856-
ap0140-

ven-043066

172.1.15.65

m-9703856-
ap0120-

ven-015065

172.1.129.90

m-9703856-
ap1080-

sst-129090

172.1.43.206

m-9703856-
ap0140-

ven-043206

172.1.140.150

m-9703856-
ap1210-

rto-140150

172.1.33.61

m-9703856-
ap0620-

ven-033061

172.1.37.64

m-9703856-
ap1620-

ven-037064

172.1.40.61

m-9703856-
ap0150-

ven-040061

172.1.220.38

m-9703856-
apflex-sst-220038

172.1.15.201

m-9703856-
ap0120-

ets-015201

172.1.14.61

m-9703856-
ap0100-

ven-014061

172.1.23.60

m-9703856-
ap320-

cpx-023060

172.1.33.68

m-9703856-
ap0620-

ven-033068

172.1.42.130

m-9703856-
ap1200-

cam-042130

172.1.15.60

m-9703856-
ap0120-

ven-015060

172.1.104.130

m-9703856-
ap0130-

cam-104130

172.1.122.1

m-9703856-
ap0670-

swi-122001

172.1.140.90

m-9703856-
ap1210-sst-140

172.1.130.125

m-9703856-
ap1090-

rto-130125

172.1.182.50

m-9703856-
ap1687-

etp-182030

172.1.34.70

m-9703856-
ap0690-

sst-038070

172.1.220.48

m-9703856-
apflex-sst-220048

172.1.103.90

m-9703856-
ap0110-

sst-103090

172.1.127.1

m-9703856-
ap1050-

swi-127001

172.1.81.50

m-9703856-
vk0002-

etp-081050

172.1.38.90

m-0973856-
ap1650-

sst-038090

172.1.17.10

m-9703856-
ap0180-

sps-017010

172.1.102.10

m-9703856-
ap0090-

sps-102010

172.1.38.12

m-9703856-
ap1650-

eks-038012

172.1.80.12

m-9703856-
vk0001-

eks-080012

172.1.163.125

M-9703856-
AP1460-

IPL-163125

172.1.164.1

m-9703856-
ap1530-

swi-164001

172.1.125.10

m-9703856-
ap1030-

sps-125010

172.1.81.51

m-9703856-
vk0002-

etp-081051

172.1.182.12

m-9703856-
ap1687-

eks-182012

172.1.44.12

m-9703856-
ap0270-

eks-044012

172.1.167.10

m-9703856-
ap1560-

sps-167010

172.1.170.1

m-9703856-
ap1590-

swi-170001

172.1.37.58

m-9703856-
ap1620-

etp-037058

172.1.81.44

m-9703856-
vk0002-

ets-081044

172.1.17.51

m-9703856-
ap180-

etp-017051

172.1.113.10

m-9703856-
ap0460-

sps-113010

172.1.109.50

m-9703856-
ap0330-

etp-109050

172.1.33.10

m-9703856-
ap0620-

sps-033010

172.1.109.10

m-9703856-
ap0330-

sps-109010

172.1.44.40

m-9703856-
ap0270-

ets-044040

172.1.20.10

m-9703856-
ap0260-

sps-020010

172.1.33.1

m-9703856-
ap0620-

swi-033001

172.1.12.10

m-9703856-
ap0070-

sps-012010

172.1.80.45

mdb1-138fc97258

172.1.81.4

m-9703856-
vk0002-

swi-081004

172.1.41.80

m-9703856-
ap0310-

ncu-041080

172.1.157.1

m-9703856-
ap1390-

swi-157001

172.1.44.51

m-9703856-
ap0270-

etp-044051

172.1.120.10

m-9703856-
ap0640-

sps-120010

172.1.131.50

m-9703856-
ap1100-

etp-131030

172.1.168.50

m-9703856-
ap1570-

etp-168030

172.1.37.40

m-9703856-
ap1620-

ets-037040

172.1.18.10

m-9703856-
ap0210-

sps-018010

172.1.19.50

m-9703856-
ap0250-

etp-019050

172.1.80.3

m-9703856-
vk0001-

swi-080003

172.1.127.10

m-9703856-
ap1050-

sps-127010

172.1.80.51

m-9703856-
vk0001-

etp-080051

172.1.130.10

m-9703856-
ap1090-

sps-130010

172.1.29.50

m-9703856-
ap0490-

etp-029050

172.1.80.41

m-9703856-
vk0001-

ets-080041

172.1.80.43

m-9703856-
vk0001-

ets-080043

172.1.24.10

m-9703856-
ap0340-

sps-024010

172.1.144.1

m-9703856-
ap1250-

swi-144001

172.1.165.10

m-9703856-
ap1540-

sps-165010

172.1.33.55

m-9703856-
ap0620-

etp-033055

172.1.117.1

m-9703856-
ap0570-

swi-117001

172.1.150.50

m-9703856-
ap1320-

etp-150030

172.1.40.60

m-9703856-
ap0150-

ven-040060

172.1.17.61

m-9703856-
ap0180-

ven-017061

172.1.15.61

m-9703856-
ap0120-

ven-015061

172.1.12.66

m-9703856-
ap0070-

ven-012066

172.1.153.1

m-9703856-
ap1350-

swi-153001

172.1.15.212

m-9703856-
ap0120-

ven-015212

172.1.119.90

m-9703856-
ap0630-

sst-119090

172.1.220.46

m-9703856-
apflex-sst-220046

172.1.18.120

m-9703856-
ap0210-

mes-018120

172.1.15.62

m-9703856-
ap0120-

ven-015062

172.1.82.5

m-9703856-
vk0003-

swi-082005

172.1.19.63

m-9703856-
ap0250-

ven-019063

172.1.42.60

m-9703856-
ap1200-

ven-042060

172.1.220.3

m-9703856-
apflex-sst-220003

172.1.173.152

m-9703856-
ap1630-

rto-173152

172.1.12.185

m-9703856-
ap0070-

ven-012185

172.1.31.61

m-9703856-
ap0560-

ven-031061

172.1.117.150

m-9703856-
ap0570rto-117150

172.1.31.90

m-9703856-
ap0560-

sst-031090

172.1.133.10

m-9703856-
ap1130-

sps-133010

0.0.0.0

m-9703856-
ap1090-

rto-130126

172.1.44.61

m-9703856-
ap0270-

ven-044061

172.1.119.130

m-9703856-
ap0630-

sca-119130

172.1.221.4

m-9703856-
apflex-sca-221004

172.1.25.61

m-9703856-
ap0410-

ven-025061

172.1.37.80

m-9703856-
ap1620-

ven-037080

172.1.220.82

m-9703856-
apflex-sst-220082

172.1.220.30

m-9703856-
apflex-sst-220030

172.1.220.25

m-9703856-
apflex-sst-220025

172.1.220.31

m-9703856-
apflex-sst-220031

172.1.82.93

m-9703856-
vk0003-

sst-082093

172.1.220.1

m-9703856-
apflex-sst-220001

172.1.33.60

m-9703856-
ap0620-

ven-033060

172.1.0.1

m-9703856-
ap1690-

cam-039001

172.1.173.12

m-9703856-
ap1630-

eks-173012

172.1.221.11

m-9703856-
apflex-sca-221011

172.1.155.12

m-9703856-
ap1370-

eks-155012

172.1.221.3

m-9703856-
apflex-sca-221003

172.1.80.32

m-9703856-
vk0001-

eks-080032

172.1.34.90

m-9703856-
ap0690-

sst-034090

172.1.220.8

m-9703856-
apflex-sst-220008

172.1.33.90

m-9703856-
ap0620-

sst-033090

172.1.141.12

m-9703856-
ap1220-

eks-141012

172.1.16.12

m-9703856-
ap0040-

eks-016012

172.1.123.90

m-9703856-
ap0700-

sst-123090

172.1.220.56

m-9703856-
apflex-sst-220056

172.1.80.20

m-9703856-
vk0001-

eks-080020

172.1.178.12

m-9703856-
ap1110-

eks-178012

172.1.34.12

m-9703856-
ap0690-

eks-034012

172.1.220.14

m-9703856-
apflex-sst-220014

172.1.14.90

m-9703856-
ap0100-

sst-014090

172.1.175.12

m-9703856-
ap1660-

eks-175012

172.1.22.12

m-9703856-
ap0290-

eks-022012

172.1.120.12

m-9703856-
ap0640-

eks-120012

172.1.124.12

m-9703856-
ap1020-

eks-124012

172.1.24.12

m-9703856-
ap0340-

eks-024012

172.1.31.12

m-9703856-
ap0560-

eks-031012

172.1.167.12

m-9703856-
ap1560-

eks-167012

172.1.157.12

m-9703856-
ap1390-

eks-157012

172.1.156.12

m-9703856-
ap1380-

eks-156012

172.1.109.120

m-9703856-
ap0330-

son-109120

172.1.126.12

m-9703856-
ap1040-

eks-126012

172.1.139.12

m-9703856-
ap1190-

eks-139012

172.1.140.12

m-9703856-
ap1210-eks-140

172.1.80.59

m-9703856-
vk0001-

etp-080059

172.1.133.12

m-9703856-
ap1130-

eks-133012

172.1.14.12

m-9703856-
ap0100-

eks-014012

172.1.127.50

m-9703856-
ap1050-

etp-127030

172.1.174.12

m-9703856-
ap1640-

eks-174012

172.1.42.12

m-9703856-
ap1200-

eks-042012

172.1.148.50

m-9703856-
ap1290-

etp-148030

172.1.107.50

m-9703856-
ap0230-

etp-107050

172.1.130.50

m-9703856-
ap1090-

etp-130030

172.1.146.50

m-9703856-
ap1270-

etp-146030

172.1.12.40

m-9703856-
ap0070-

ets-012040

172.1.140.50

m-9703856-
ap1210-etp-140

172.1.80.58

m-9703856-
vk0001-

etp-080058

172.1.16.50

m-9703856-
ap0040-

etp-016050

172.1.30.70

m-9703856-
ap0530-ncu-030

172.1.141.50

m-9703856-
ap1220-

etp-141030

172.1.80.52

m-9703856-
vk001-etp-080052

172.1.16.52

m-9703856-
ap0040-

etp-016052

172.1.143.50

m-9703856-
ap1240-

etp-143030

172.1.119.50

m-9703856-
ap0630-

etp-119050

172.1.180.50

m-9703856-
ap1685-

etp-180030

172.1.12.53

m-9703856-
ap0070-

etp-012053

172.1.25.52

m-9703856-
ap0410-

etp-025052

172.1.37.41

m-9703856-
ap1620-

ets-037041

172.1.179.50

m-9703856-
ap0680-

etp-179050

172.1.31.180

m-9703856-
ap0560-

son-031180

172.1.81.54

m-9703856-
vk0002-

etp-081054

172.1.44.50

m-9703856-
ap0270-

etp-044050

172.1.17.40

m-9703856-
ap0180-

ets-037040-1

172.1.9.1

VWAGSZAPSOHC

172.1.9.2

VWAGSZAPSOH8

172.1.9.4

VWAGSZAPSOHE

172.1.9.3

VWAGSZAPSOHD

172.1.33.190 172.1.33.254

LADMIN-PC

172.1.104.254

DIGITUS-98A5

ca. 9,9m

ca. 19,5m

ca. 4,1m

ca. 1,4m

ca. 13,6m

ca. 13,1m

ca. 15m

ca. 1,3m

ca. 21,6m

ca. 11,9m

ca. 25,5m

ca. 6,1mca. 6,6m

ca. 24,8m

ca. 12,3m

ca. 16,5m

ca. 17m

ca. 12,4m

ca. 5,8m

ca. 21,6m

ca. 22m

ca. 15,3m

ca. 16,8m

ca. 12,2m

ca. 12,9m

ca. 25,3m

ca. 15,2m

ca. 4,8m

ca. 25,4m

ca. 22,2m

ca. 15,5m

ca. 5,8m

ca. 6,3m

ca. 16,4m

ca. 13,1m

ca. 22,3m

ca. 4,8m

ca. 4,4m

ca. 6,9m

ca. 13,3m

ca. 12,4m

ca. 9,1m

ca. 0,8m

ca. 0,8m

ca. 12,7m

ca. 22,7m

ca. 13m

ca. 18,7m

ca. 15,9m

ca. 13,6m

ca. 4m

ca. 68,2m

ca. 13,9m

ca. 0,6m

ca. 22,2m

ca. 2,8m

ca. 18,7m

ca. 21,9m

ca. 12,6m

ca. 13,7m

ca. 18,1m

ca. 6,4m

ca. 6,8m

ca. 7m

ca. 6,8m

ca. 39m

ca. 17,8m

ca. 22,1m

ca. 23,4m

ca. 21,6m

ca. 17,3m

ca. 25m

ca. 23,1m

ca. 18m

ca. 1,8m

ca. 27,1m

ca. 2,7m

ca. 15,9m

ca. 25,4m

ca. 19,2m

ca. 0,2m

ca. 15,8m

ca. 3,1m

ca. 31,3m

ca. 0,4m

ca. 79,2m

ca. 74m

ca. 10m

ca. 19,2m

ca. 20,8m ca. 1,4m

ca. 25,3m

ca. 14,8m

ca. 13,3m

ca. 13,4m ca. 25m

ca. 13,6m

ca. 25,8m

ca. 26,4m

ca. 13,5m

ca. 12,6m

ca. 31,4m

ca. 1,5m

ca. 15,9m

ca. 6,3m

ca. 17,9m

ca. 16,3m

ca. 25,1m

ca. 21,1m

ca. 18,7m

ca. 2,2m

ca. 13,6m

ca. 24,7m

ca. 27,3m

ca. 20,2m

ca. 15,4m

ca. 24,4m

ca. 67,4m

ca. 22,7m

ca. 28,3m

ca. 46,8m

ca. 14,2m

ca. 31,4m

ca. 64,2m

ca. 4,5m

ca. 2,2m

ca. 21,7m

ca. 26,1m

ca. 13,3m

ca. 24,9m

ca. 31,3m

ca. 25,6m

ca. 26m

ca. 15,8m

ca. 39,2m

ca. 15,3m

ca. 16,5m

ca. 26,6m

ca. 19,5m

ca. 23,5m

ca. 14,5m

ca. 3,7m

ca. 13,8m

ca. 17,9m

ca. 9,5m

ca. 25,8m

ca. 15,8m

ca. 20,8m

ca. 8,3m

ca. 12,9m

ca. 12,8m

ca. 11,4m

ca. 19,2m

ca. 29,3m

ca. 12,9m

ca. 30,2m

ca. 27,5m

ca. 22,5m

ca. 6,8m

ca. 71,7m

ca. 26m

ca. 30,4m

ca. 3,5m

ca. 13,3m

ca. 33m

ca. 65,1m

ca. 15,8m

ca. 15,9m

ca. 12,7m

ca. 13,3m

ca. 6,3m

ca. 13,4m

ca. 7,2m

ca. 17,5m

ca. 19m

ca. 14,2m

ca. 7,4m

ca. 13,3m

ca. 4,2m

ca. 12,2m ca. 0,5m

ca. 15,1m

1

1

1

2

1

2

1

3

1

3

1

11

1

4

1

2

1

4

1

4

1

4

1

2

1

4

1

2

1

4

1

15

1

4

1

2

1

11

1

4

1

10

1

12

1

6

1

2

1

4

1
5

1

5

1

6

1

4

1

4

1

5

1

3

1 6

1

6

1

3

1

6

1

2

1

2

1

3

1

3

1

2

1

2

1

12

1

4

1

4

1

7

1

4

1

4

1

4

1

4

1

4

1

3

1

2

1

4

1

2

1

3

1

4

1

4

1

7

1

7

1

2

1

5

1

2

1

16

1

5

1

4

1

2

1

5

1

6

1

7

1

2

1

3

1

7

1

2

1

8

1

3

1

3

1

5

1

5

1

3

1

3

1

6

1

3

1

6

1

5

1

5

1

6

1

2

1

3

1

5

1

6

1

3

1

3

1

3

1

3

1 3

1

3

1

3

1

5

1

9

1

3

1

3

1

5

1

3

1

6

1

4

1

4

1

4

1

5

1

2

1

2

1

4

1

2

1

5

1

10

1

4

1

2

1

6

1

4

1

4

1

7

1

2

1

2

1

6

1

12

1

2

1

7

1

7

1

6

1

5

1

2

1

6

1

4

1

8

2

6

1

5

1

5

1

2

1

3

1

7

1

7

1

4

1

3

1

4

1

4

1

4

1

2

1

7

1

4

1

6

1

9

1

2

1

2

1

4

1

13

1

4

1

2

1

4

1

7

1

4

1
2

1

2

1

9

1

2

1

2

1

2

1

2

1 5

1

7

1

2

1

8

1

8

1

2

1

2

1

6

1

7

1

6

1

5

1

3

1

5

1

2

1

11

1

5

1

3

1

2

1

3

1

5

1

3

1

2

1

3

1

6

1

2

1

8

1

2

1

4

1

5

1

5

1

3

1

3

1

3

1

2

1

3

1

4

1

4

1

3

1

4

1

3

1

11

1

12

1

3

1

3

1

3

1

3

1

3

1

4

1

4

1

13

1

15

1

2

1

4

1

2

1

2

1

4

1

2

1

6

2

7

1

4

1

2

1

2

1

4

1

1

1

4

1

2

1

4

1

2

1

2

1

2

1

8

1

2

1

9

1

7

1

5

1

4

1

4

1

2

1

14

1

12

1

5

1

2

1

7

1

4

1

6

1

7

1

5

1

3

1

6

1

5

1

4

1

6

1

4

1

6

1

4

1

5

1

11

1

9

1

4

1

4

1

4

1

1

1

4

1

4

1

4

1

2

1

4

1

2

1

7

1

6

1

6

1

6

1

5

1

5

1

13

1

2

1

6

1

7

1

7

1

4

1

2

1

5

1

2

1

6

1

8

1

3

1

10

1

3

1

3

1

8

1

6

1

2

1

3

1

5

1

3

1

7

1

3

1

4

1

10

1

3

1

7

1

3

1

4

1

7

1

6

1

7

1

3

1

3

1

3

1

5

1

5

1

3

1

3

1

3

1

3

1

3

1

9

1

3

1

3

1

3

1

3

1

6

1

2

1

4

1

2

1

2

1

2

1

2

1

2

1

2

1

4

1

4

1

7

1

2

1

2

1

2

1

5

1

4

1

7

1

6

1

5

1

5

1

5

1
2

1

12

1

6

1

5

1

3

1

14

1

7

1

8

1

5

1

14

1

6

1

6

1

5

1

4

1

9

1

4

1

4

1

2

1

2

1

2

1

15

1

5

1

2

2

8

1

6

2

8

1

4

1

4

1

4

1

4

1

2

1

8

2

2

1

2

1

2

1

6

1

6

1

6

1

8

1

6

1

2

1

8

1

2
1

7

1

5

1

8

1

7

1

3

1

3

1

5

1

5

1

3

1

3

1

4

1

3

1

3

1

3

1

6

1

5

1

7

1

3

1

3

1

3

1

3

1

3

1

3

1 3

1

3

1

3

1

4

1

3

1

3

1

3

1

3

1

4

1

9

1

4

1

2

1

4

1

6

1

4

1

2

1

4

1

2

1

4

1

12

1

9

1

5

1

2

1

5

1

16

1

2

1

8

1

2

1

5

1

5

1

5

1

7

1

3

1

13

1
3

1

2

1

2

1

4

1

8

1

4

1

4

1

2

1

3

1

5

1

2

1

2

1

2

1

5

1

6

1

8

1

5

1

2

1

2

1

7

1

2

1

2

1

5

1

5

1

8

1

6

1

3

1

5

1

6

1

3

1

2

1

3

1

2

1

10

1

7

1

6

1

8

1

3

1

3

1

5

1

5

1

10

1

3

1

3

1

6

1

7

1

3

1

3

1

3

1

3

1

3

1

3

1

3

1

3

1

3

1 7

1

3

1

3

1

2

1

3

1

3

1

4

1

3

1

3

1

4

1

4

1

3

1

6

1

4

1

4

1

4

1

2

1

4

1

9

1

4

2

10

2

9

2

8

2

14

2

10

2

2

2

4

2

7

1

3

1

1

1

1

1

1

1

1

1

1

1

3

1

4

1

1

1

1

1

2

1

2

1

1

1

2

1

2

1

6

1

1

2

10

1

9

8

6

1

1

4

8

1

1

1

12

1

2

1

1

7

8

1

4

1

2

1

1

1

2

1
2

1

2

1

2

1

8

1

2

5

8

1

1

1

1

1

1

1

2

2

15

2

15

1

1

2

3

311

1

5

1

1

1

1

1

2

3

10

1

2

12

2

2

1
1

1

1

1

2

1

2

1

2

1

4

2

11

3

10

1

1

1

2

1

1

2

5

1

8

5

1

1

1

1

1

16

1

1

3

1

1

1

1

2

7

2

14

1

2

1

5

2

9

1

4

2

2

5

9

2

14

2

11

1

1

1

1

1

2

2

14

1

1

2

4

1

1

1

1

1

5

1

5

2

3

1

5

2

14

2

10

2

9

1

1

6

7

1

2

1

1

1

1

1

5

1

2

1

5

1

5

1

2

1

2

1

4

2

5

1

1

1

2

2

11

1

1

2

6

1

1

1

1

2

10

1

1

1

1

1

1

1

8

1

8

2

4

1

1

2

11

1

1

1

1

1

2

1

1

2

12

1

1

1

1

1

1

1

2

2

9

2

10

2

7

2

7

2

8

1

1

2

9

1

1

1

1

2

3

1

13

2

13

2

2

1

6

1

1

1

15

1

5

2

3

1

2

1

2

2

6

1

2

1

1

2

10

1

1

1

4

1

1

2

6

1

1

1

1

1

5

2

2

2

11

2

7

1

1

1

1

1

1

1

1

1

2

1

2

1

2

2

5

1

1

1
2

1

1

2

8

1

1

2

4

1

2

1

1

1

1

1

2

1

4

1

1

1

1

1

5

1

2

2

5

1

1

1

1

1

2

1

4

2

13

2

8

1

1

1

5

2

4

2

9

2

6

1

3

2

2

2

15

2

13

1

7

1

3

1

2

2

12

1

1

1

10

1

1

1

1

2

11

1

3

1

2

1

2

1

2

1

1

1
4

1

1

2

3

1

1

2

3

1

1

1

1

1

4

1

1

1

2

2

9

2

5

1

5

1

1

1

1

1

4

1

2

1

1

1

1

1

2

1

2

2

12

1

2

1

2

1

4

1

4

1

4

1

2

1

2

1

4

1

2

1

2

1

2

2

13

2

14

1

16

1

2

1

1

5

1

1

1

1

2

1

2

1
2

1

2

1

8

1

2

1 2

1

2

2

13

2

12

2

4

1

9

2

6

1

1

1

1

16

1

1

2

1

5

1

2

1

5

1

2

1

5

1

10

1

5

1

5

1

5

2

13

1

2

1

7

1

2

2

4

1

2

1

12

1

1

1

1

1

2

1

2

16

1

1

1

1

2

1

11

2

7

2

8

2

12

2

2

1

2

1

2

2

2

1

5

1

5

1

2

2

7

1

2

1

1

2

14

1

2

2

2

1

2

1

2

2

15

2

15

2

11

1

5

2

8

2

13

1

11

1

2

1

2

1

2

2

6

1

5

1

5

1

2

2

7

2

15

1
9

1

1

1

5

1

7 1

5
1

2

1

1

1

6

1

2

1

2

1

2

2

8

1

2

1

2

16

1

16

1

2

14

16

1

2

6

2

12

1

1

1

1

1

8

2

10

1

2

1

1

2

11

1

2

1

2

1

5

1

2

1

1

1

16

2

3

1

10

2

2

1

2

1

13

1

2

2

13

16

1

1

2

1

2

1

2

2

10

2

11

5

15

1

2

1

16

1

2

1

2

1

2

1

2

1

2

2

2

1

11

1

2

1

2

1

2

1

2

1

2

16

1

1

2

1

2

1

2

1

5

16

1

1

1

1

2

1

2

2

3

1

1

1

5

12

2

1

1

8

1

8

1

8

1

1

1

8

1

6

1

1

1

2

1

1

1

1

1

1

1

8

1

9

1

8

1

2

1

1

1

8

1

1

1

1

1

2

1

1

1

1

1

6

1

7

1

6

1

16

1

1

1

1

1

6

1

1

1

1

1

8

1

8

2

16

1

8

1

8

1

6

1

6

1

6

1

8

1

2

1

2

1

6

5

1

2

9

1

2

2

8

2

13

2

2 2

2

2

82

2

2

2

2

2

2

1413

2

2

2

1

2

2

1

2

2

2

2

2

2

1

1

2

2

2

2 5

2

6

2

2

2

2

2

2

2

2

2

2

2

2

8

2

2

7

2

2

2

2

2

2

2

2

3

2

6

2

5

2

2

2

2

2

2

2

23

2

2

1

2

14
15

2

2

2

1

4

1

Erstellt mit PROscan Active
Indu-Sol GmbH

www.indu-sol.com

Telefon: +49 (0)34491 5818-0

Datum

gez.

gepr.

Norm

31.05.2016 Netzwerkname:

Anlagenname:

Blatt

1

PR
OF

IN
ET

-I
N

sp
ek

to
r®

 N
T

Ethernet / PROFINET in the context of Industry 4.0

With the increase in networking in the industrial production 

sector, monitoring systems for maintaining network availa-

bility are faced with completely new additional requirements. 

Availability and security must go hand in hand. Until now, 

communication within an externally secured network area, 

the so-called trusted zone, was classified as trustworthy and 

therefore not controlled any further. In most cases these were 

the OT networks, which were planned as isolated units, at 

least to a large extent. However, only a topology scan (e. g. 

with PROscan® Active V2) reveals without a doubt all devices 

belonging to the network, and their real connections to each 

other. The extent of interconnection of machines and systems 

in industrial production is often underestimated in practice!

For this reason, the PROFINET-INspektor® NT, for example, 

functions not only as a measurement and diagnostic tool 

for determining data communication quality, but also as an 

intrusion detection system. It detects the presence of un-

known devices in the network, and immediately alerts the 

operator – either by e mail, SNMP trap or, of course, via the 

tool`s web interface. By means of this function, and network 

load resolution with millisecond accuracy, targeted attacks 

on specific devices can be identified on the basis of increased 

network load and flooding with requests (denial of service 

attacks). In addition, programming access attempts on the 

PLC are detected in order to identify manipulation. The 
PROFINET-INspektor® NT therefore serves both monitoring 

and security purposes. 

Network security within the trusted zone

More networking than we might think: An excerpt (!) of a scanned network topology

The high number of access points to the network and the increasing level of networking of intelligent devices and components 

also make safety-relevant monitoring necessary within the automation network. In addition to the IT precautions, which are 

responsible for protection against external attacks, OT networks require independent monitoring: In these networks, no pro-

tective measures can be taken without at least partially sacrificing availability. Communication must, however, be permanently 

monitored in order to have at least the communication protocols available as a starting point for finding the cause in the event 

of safety-relevant incidents.

Trigger type
New device

Event
- 

Actions
Alarm, snapshot, switch contact, 

e mail, SNMP trap 

Trigger type
S7 Communication

Event
- 

Actions
Alarm, snapshot, switch contact, 

e mail, SNMP trap 

Detection of new devices

Monitoring S7 programming
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Firewall

Cloud

Fog Cloud

Routing

The reluctance of many operators to install security measures is often due to the great expense involved in IT-proven security 

solutions. In addition to the high costs, the immense configuration effort for firewalls, routers, user accounts, etc. is a deterrent. 

Moreover, these measures cannot be applied 1:1 to the protection of automation technology networks without compromising their 

availability. However, the isolationist approach of IT for the purpose of data protection runs counter to the idea of worldwide 

networking of production. Nevertheless, networks should be divided into segments and protected by firewalls.

However, despite the fact that there are no binding security standards for automation technology, trouble-free production will 

only be possible in the future if security and monitoring are equally guaranteed. Solutions that combine both requirements and 

are taking the first steps towards security are already available.

Possible network security structure through switches with integrated firewall

Security information

The user-friendly pop-ups with  

security information show immediately 

which devices have free ports that may 

need to be blocked, and where the use 

of a firewall might be advisable.

Observing security measures during planning
The PROnetplan software provides security information and 

shows where this has to be implemented in the network.

Walling-off is not an option
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Ethernet/PROFINET Switch PROmesh P9

Netload Class III

Conformance Class B

40 mA

 
Ethernet / PROFINET infrastructure components

The PROmesh P9 is an Ethernet/PROFINET switch which has been designed for use in the open field, especially due to its high 
robustness against EMC influences. It provides leakage current monitoring, millisecond display of network load, diagnostic 
functions and port statistics, and is certified to Conformance Class B and Netload Class III.

Leakage current monitoring

Conformance Class B

9x10/100Base TX RJ45 ports

Port statistics

Diagnostic function

Network load display  
with millisecond accuracy

Netload Class III

Web view

EMC coupling is becoming an increasingly common cause 

of network errors or even network failures. To prevent 

these, it makes sense to monitor leakage currents. The 

PROmesh P9 and the PROmesh P20 are therefore the 

first switches to offer leakage current monitoring. This 

feature can be used for acceptance tests, and replaces 

the shielding current measurement of EMC certification.

Leakage current

Clear web interface

The proven traffic light system allows you to see at a 

glance which devices are experiencing problems. For more 

detailed analysis, the port statistics provide port-specific 

information on network load, errors and discards. Your 

maintenance personnel can thus quickly locate faulty de-

vices, ensuring high availability of your network.

In the context of Industry 4.0, more and more data has 

to be transferred from your network. 

For your network quality, the directly directed traffic is 

much more harmful than indirectly directed traffic. As 

the only switches with more than 4 ports, the PROmesh 
P9 and the PROmesh P20 are certified according to 

Netload Class III, and therefore particularly resistant to 

direct traffic.

The Ethernet/PROFINET switches PROmesh P9 and 

PROmesh P20 are optimized for the Industrial Ethernet 

standard due to the increasing number of new PROFINET 

systems. Conformance Class B certification enables you 

to cover 99 % of all PROFINET applications. This means 

that your PROFINET network is also optimally equipped 

for the future.



13

networks
our passion,  Your Business

Ethernet/PROFINET Switch PROmesh P20

Simple. Unique. Pioneering.

80 mA

 
Ethernet / PROFINET infrastructure components

The PROmesh P20 is an Ethernet/PROFINET switch that is designed to be used directly after the controller. With its four SFP 
modules, it offers a wide range of options for connecting fiberglass. It provides leakage current monitoring, a router function, 
millisecond display of network load, port statistics, diagnostic functions, and is certified to Conformance Class B and Netload 
Class III.

Leakage current monitoring

Conformance Class B

16x10/100Base TX RJ45 ports
4x SFP slot 1000 mbps copper/ 
optical fibre

Port statistics

Router function

Diagnostic function

Network load display  
with millisecond accuracy

Netload Class III

Leakage current: Peak

Discards and errors are usually caused by very short 

peaks. If the network load was only observed in the 

range of seconds or even minutes, then these load peaks 

could not be displayed, and a potential error might be 

overlooked. For diagnostic purposes, especially with re-

gard to Industry 4.0, capturing the network limit in the 

millisecond range is therefore invaluable.

Network load visualisation in ms

Router function

Due to increasing networking, new demands are being 

made on data security and access rights. This is why the 

PROmesh P20 has a router function. A Layer 3 port al-

lows you to separate devices connected to the switch 

from the rest of the network. If required, individual con-

nections to the higher-level network can be permitted. 

Diagnostic function

The PROmesh P9 and P20 can be adapted especially to 

your needs and individually to the network. In this way 

you are immediately informed about changes in your 

network if necessary:

■■ Number of error telegrams

■■ Number of discards 

■■ Level of network load

■■ Correct port allocation

■■ Level of leakage current

SFP slots

SFP slots offer you an additional level of flexibility. The 

free slots can be occupied by the SFP modules. Such SFP 

modules are available in a wide variety of copper and 

optical fiber versions.

This allows you to optimize your PROmesh P20 for your 

system. 16 Cu ports + 4 SFP slots
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PROmesh P9  
Ethernet/PROFINET Switch

PROmesh P20 
Ethernet/PROFINET Switch

PROmesh P9

PROmesh P20

Ethernet/PROFINET infrastructure components

Ordering Details Art. No.

PROmesh P9 114110020 

■■ Connection type: 9*10/100Base TX RJ45

■■ Technology: Store and Forward

■■ Applications: OT / IIT

■■ Port Mirroring: Yes

■■ PROFINET capable: Yes

■■ Leakage current monitoring: Yes

■■ Network load visualisation: Yes

■■ Discards visualisation: Yes

■■ Bandwidth control: Yes

■■ SD card storage medium: Yes

■■ �Supported protocols: MRP; DCP; I&M; DCHP; IGMP; LLDP; 
PDEV; QoS; STP; SNMP; RSTP

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP20

■■ �Power supply: 24 V DC+/-20 % redundant

■■ Dimensions (H*W*D): 105*49*112 mm

■■ Weight: 490 g

■■ Housing: Aluminium, anodised

■■ ��Connection type: 16*10/100Base TX RJ45,  
4*1000Base SFP

■■ Technology: Store and Forward

■■ Applications: OT / IIT

■■ Port Mirroring: Yes

■■ NAT: Yes

■■ PROFINET capable: Yes

■■ Leakage current monitoring: Yes

■■ Network load visualisation: Yes

■■ Discards visualisation: Yes

■■ Bandwidth control: Yes

■■ SD card storage medium: Yes

■■ �Supported protocols: MRP; DCP; I&M; DCHP; IGMP; LLDP; 
PDEV; QoS; STP; SNMP; RSTP; NAT

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ �Power supply: 24 V DC+/-20 % redundant

■■ Dimensions (H*W*D): 138*68*130 mm

■■ Weight: 960 g

■■ Housing: Aluminium, anodised

Ordering Details Art. No.

PROmesh P20 114110022
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PROmesh P8-E 
Ethernet Switch

PROmesh P8-E

PROmesh P16-E  
Ethernet Switch

PROmesh P16-E

Ethernet infrastructure components

■■ Connection type: 8*10/100Base TX RJ45

■■ Technology: Store and Forward

■■ Applications: IIT

■■ Port Mirroring: Yes

■■ Web interface: Yes

■■ Network load visualisation: Yes

■■ Bandwidth control: Yes

■■ �Supported protocols: LLDP; SNMP; RSTP; STP; IGMP; 
Telnet

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ �Power supply: 12 V - 48 V DC redundant

■■ Dimensions (H*W*D): 138*53*110 mm

■■ Weight: 800 g

■■ Housing: Metal, powder-coatedOrdering Details Art. No.

PROmesh P8-E 114110050

■■ Connection type: 16*10/100Base TX RJ45

■■ Technology: Store and Forward

■■ Applications: IIT

■■ Port Mirroring: Yes

■■ Web interface: Yes

■■ Network load visualisation: Yes

■■ Bandwidth control: Yes

■■ �Supported protocols: LLDP; SNMP; RSTP; STP; IGMP; 
Telnet

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ �Power supply: 12 V - 48 V DC redundant

■■ Dimensions (H*W*D): 160*70*130 mm

■■ Weight: 960 g

■■ Housing: Metal, powder-coated

Ordering Details Art. No.

PROmesh P16-E 114110080 



 
Ethernet / PROFINET infrastructure components

16 17

PROmesh P12-GE 
Ethernet Switch

PROmesh PoE 
Ethernet Switch

PROmesh P12-GE

PROmesh PoE

Ethernet infrastructure components

■■ Connection type: 8*10/100/1000Base TX RJ45,  
		 4*1000Base SFP

■■ Technology: Store and Forward

■■ Applications: IIT

■■ Port Mirroring: Yes

■■ Web interface: Yes

■■ Network load visualisation: Yes

■■ Bandwidth control: Yes

■■ Supported protocols: ARP; ICMP; TCP; DHCP; DNS;  
		 HTTP; Telnet; Ring; RSTP; SNMP; LLDP; IGMP; GMRP

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ Power supply: 12 V - 48 V DC redundant

■■ Dimensions (H*W*D): 160*70*130 mm

■■ Weight: 960 g

■■ Housing: Metal, powder-coated
Ordering Details Art. No.

PROmesh P12-E 114110070

■■ Connection type: 8*10/100/1000Base TX RJ45, 
		 2x Combo 10/100/1000Base, TX RJ 45 or 1000Base SFP

■■ Technology: Store and Forward

■■ Applications: IIT

■■ Port Mirroring: Yes

■■ Web interface: Yes

■■ Network load visualisation: Yes

■■ Bandwidth control: Yes

■■ Supported protocols: ARP; ICMP; TCP; DHCP; DNS;  
		 HTTP; Telnet; Ring; RSTP; SNMP; LLDP; IGMP; GMRP

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ Power supply: 12 V - 48 V DC redundant

■■ Dimensions (H*W*D): 160*70*130 mm

■■ Weight: 1070 g

■■ Housing: Metal, powder-coated

Ordering Details Art. No.

PROmesh PoE 114110090
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PROmesh P28-R 
Ethernet Switch

PROmesh P28-RL 
Ethernet Switch

PROmesh P28-R

PROmesh P28-RL

Ethernet infrastructure components

■■ Connection type: 16*10/100/1000Base TX RJ45, 
		 8x Combo 10/100/1000Base, TX RJ 45 or 
		 1000Base SFP, 4*1000Base SFP

■■ Technology: Store and Forward

■■ Applications: OT / IIT

■■ Port Mirroring: Yes

■■ Network load visualisation: Yes

■■ Bandwidth control: Yes

■■ Supported protocols: ARP; ICMP; TCP; UDP; DHCP; 
		 HTTP; HTTPS; Telnet; RSTP; DNS; MSTP; LLDP; LACP; IGMP;  
		 GMRP; SNMP

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ Power supply: 100 V - 240 V AC redundant

■■ Dimensions (H*W*D): 43*440*285 mm

■■ Fastening: 19 inch rack

■■ Weight: 3900 g

■■ Housing: Metal, powder-coated
Ordering Details Art. No.

PROmesh P28-R 114110100 

■■ Connection type: 16*10/100/1000Base TX RJ45, 
		 8x Combo 10/100/1000Base, TX RJ 45 or 
		 1000Base SFP, 4*1000Base SFP

■■ Technology: Store and Forward

■■ Applications: OT / IIT / IT

■■ NAT: Yes

■■ Port Mirroring: Yes

■■ Network load visualisation: Yes

■■ Bandwidth control: Yes

■■ Supported protocols: IGMP; GMRP; SNMP; NAT; STP;  
		 RSTP; MSTP; DHCP; LLDP; SNTP; Telnet; 

■■ HTTP/HTPPS; SSH; LACP

■■ Diagnostics: LED, relay, SNMP, e mail

■■ Protection class: IP30

■■ Power supply: 100 V - 240 V AC redundant

■■ Dimensions (H*W*D): 43*440*285 mm

■■ Fastening: 19 inch rack

■■ Weight: 3900 g

■■ Housing: Metal, powder-coated
Ordering Details Art. No.

PROmesh P28-RL 114110110
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PROmesh P7X

PROmesh P7X 
Ethernet/PROFINET Switch

Ethernet/PROFINET infrastructure components

■■ Connection type: 7*7 10/100Base M12

■■ Technology: Store and Forward

■■ Application: OT

■■ Web interface: Yes

■■ Network load visualisation: Yes

■■ PROFINET capable: Yes

■■ Digital I/O ports: Yes

■■ Protection class: IP67

■■ Power supply: 18 V - 32 V redundant

■■ Dimensions (H*W*D): 244*84*35 mm

■■ Weight: 1265 g

■■ Housing aluminium, powder-coated

Ordering Details Art. No.

PROmesh P7X 114110040

Analysis | diagnostics | measurement

PROFINET INspektor® NT
Analysis and diagnostic tool

The PROFINET-INspektor® NT is an intelligent, passive 

measurement and diagnostic tool for temporary or perma-

nent monitoring of PROFINET networks. Due to its passive 

and feedback-free behaviour, it is highly suitable for online 

analysis.

The PROFINET-INspektor® NT is both a full-featured measur-

ing device for network acceptance and a monitoring tool for 

condition monitoring.

Ordering Details Art. No.

PROFINET-INspektor® NT 124030100 
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PNMA II

PNMX IP67

Analysis | diagnosis | measurement

Ordering Details Art. No.

iPNMA 114090200 

iPNMA
Intelligent PROFINET measuring point

The intelligent PROFINET measuring point iPNMA combines 

the functions of a PROFINET measuring point with a simple 

PROFINET network analysis.

In this case, the evaluation of the recorded data does not 

take place on the device itself, but instead all data is queried 

and processed for evaluation by the PROmanage® NT software.

In addition to the integrated diagnostics function, an anal-

ysis tool (e. g. PROFINET-INspektor® NT or laptop) can be 

connected to the two monitor jacks (monitor M1 and M2) in 

a non-reactive way for a more thorough network analysis or 

troubleshooting.

Infrastructure components

PNMA II / PNMX
PROFINET measuring points

The PNMA II measuring point provides non-reactive access 

for telegram recording in the PROFINET and other Ether-

net-based networks during running production. It is recom-

mended to install the PNMA II measuring point permanently 

in the network connection between the automation device 

(controller) and the first switch, because the major part of 

the communication typically passes through here.

The measuring point in the PNMX version with IP67 protec-

tion class can be installed in rough production environments 

without any protective housing. Diagnostic tools are con-

nected via M12 measurement jacks (M12 D-coded).

Ordering Details Art. No.

PNMA II 114090100 

PNMX IP67 (for harsh environments) 114090300
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PROnetplan
Network planning software

PROnetplan is a software for the preliminary planning of in-

dustrial networks. The network can be assembled intuitively 

on a graphic interface.

With a simple simulation of the communication parameters 

and changes in the network structure, potential bottlenecks 

can be identified and eliminated during the planning stage.

The topology created with PROnetplan can be used both as 

a discussion platform with the client and as a document for a 

network installation, in addition to the objective of network 

optimization.

Ordering Details Art. No.

PROnetplan 114010009 

Network planning

Acceptance test and validation

PROscan Active® V2
Acceptance and validation software

With the PROscan® Active V2 software, PROFINET networks 

can be described and displayed in detail at any time under 

running production conditions − i. e. online. Thanks to the 

LLDP protocol (detection of neighbourhood relationships) in-

tegrated in PROFINET devices, it is possible to generate a 

complete topology map, including all designations and rela-

tionships, in an extremely short time, and thereby simultane-

ously perform an initial simple diagnosis (line interruptions, 

device failures etc.) during running operation.

The software helps you to efficiently organise a complex net-

work and, if required, perform necessary maintenance in a 

timely and direct manner. Its low resource requirements en-

able PROscan® Active V2 to be installed on any commonly 

available touch panel.

Ordering Details Art. No.

PROscan® Active V2 – single license* 
(basic license) 

117000053 

PROscan® Active V2 – 5-user license* 117000057

PROscan® Active V2 – 25-user license* 117000061

Upgrade PROscan® Active V1 to V2 117000052*F
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Ordering Details Art. No.

PROFINET cable Cat5 (Type A – solid) 114050010

PROFINET cable Cat5 (Type B – flexible) 114060001

PROFINET cable Cat5 (Type C – drag-chain compat.) 114070001

PROFINET cable +FE (Type A – solid) 114050011

PROFINET cable +FE (Type B – flexible) 114060003

Ordering Details Art. No.

PROFINET connector RJ45 (180°) 114030003 

PROFINET connector RJ45 (90°) 114030004 

PROFINET connector RJ45/8A Cat 6a (180°) 112030008 

PROFINET connector RJ45/8A Cat 6a (360°) 112030009 

PROFINET connector M12 114030002

Cat5 - Type A - massive +FE

Cat5 - Type B - flexible +FE

Cat5 - Type C - drag-chain compatible

Cat5 - Type A - massive

Cat5 - Type B - flexible

M12

RJ45 (180°)

RJ45/8A Cat 6a 
(180°/360°)

RJ45 (90°)

Ordering Details Art. No.

PROmanage® NT (80 ports*) 117000032

PROmanage® NT (320 ports*) 117000034

PROmanage® NT (640 ports*) 117000036
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PROmanage® NT
Network monitoring software

PROmanage® NT enables the assessment, analysis and long-

term storage of condition data for fieldbus systems and other 

industrial networks. For this purpose, PROmanage® NT re-

trieves the port statistics of manageable switches and the 

events in the distributed data loggers (INspektors®), evalu-

ates them and displays them graphically.

To improve system availability, the following targets are set 

for a PNM system:

■■ Continuous monitoring of real communication

■■ Complete monitoring and detection of causes of weak 

spots in the network

■■ Automatic alarms in the case of negative developments 

■■ Central overview of all networks

Permanent Network Monitoring

PROFINET connectors and cables
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Ordering Details Art. No.

Network analysis / Certification 210030000

Troubleshooting 210030003

Ordering Details Art. No.

One-day seminar (1 day)* 220030012

User training PROFINET (2 days)* 220030001

Ordering Details Art. No.

Training Wireless LAN (2 days)* 220080001

Ordering Details Art. No.

One-day seminar (1 day)* 220090010

Ordering Details Art. No.

Certified PROFINET Installer (2,5 days )* 220030007

Certified PROFINET Engineer (2,5 days)* 220030016

Services (Measurement | Training)

Wireless LAN

erfolgreich
(Installation, Fehlersuche, Diagnose und Instandhaltung)

hat am Praxisseminar

Ort, Datum Seminarleiter: 

Indu-Sol GmbH • Blumenstraße 3 • 04626 Schmölln • Tel: 034491/5818-0 • Fax: 034491/5818-99 
info@indu-sol.com • www.indu-sol.com   

teilgenommen.

Seminarinhalte:

• Grundlagen der Funktechnik (Anwendungen, Antennentechniken , Elektrom. Wellen, ISM Bänder)
• Allgemeine Grundlagen und Richtlinien des WLANs (WLAN Standards, Regulierungen und      
  Verfügungen)
• Funktionsweise, Sicherheit und Verschlüsselung
• Planung und Inbetriebnahme (Nach Anwendungen und Gebieten, Koexistenz versch. Funknetze)
• Konfi guration und Inbetriebnahme des WLANs
• Spektrumanalyse, Logische Analyse und Fehlersuche
• Ausleuchtungsmessung (Site Survey)

Herr Max Mustermann
Musterfi rma GmbH & Co. KG, Musterhausen
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Industrielle Netzwerksicherheit – OT-Security

erfolgreich
(Grundlagen, Ziele und Schutzmaßnahmen)

hat am Tagesseminar

Ort, Datum Seminarleiter: 

Indu-Sol GmbH • Blumenstraße 3 • 04626 Schmölln • Tel: 034491/5818-0 • Fax: 034491/5818-99 
info@indu-sol.com • www.indu-sol.com   

teilgenommen.
Seminarinhalte:

■  Grundlagen
    □ Begriffe und Defi nitionen
    □ Was ist Security?
    □ Was kann ich durch mein Verhalten zu Security
       beitragen?
    □ Standards: ISA/IEC-62443, VDI VDI/VDE 2182 
       usw.

■  Besonderheiten der OT-Security
    □ OT-Security im Vergleich zur klassischen IT-
      Security
    □ OT-Schwachstellen im Überblick
    □ Vorgehensweise von Angreifern
    □ Ablauf eines Angriffs „vom Offi ce-Netz zur SPS“

■  Angriffsmethoden und Werkzeuge
    □ Phishing
    □ Schadsoftware
    □ Webbasierte Angriffe
    □ Man in the Middle
    □ Mögliche Konsequenzen für das eigene 
      Unternehmen und Dritte

■  Maßnahmen zur OT-Security
    □ Bedrohungen und Schwachstellen industrieller
       Steuerungssysteme
    □ Schutzziele | Passwörter
    □ Erstellen eines Netzwerkplans
    □ Monitoring und Auswertung des Netzwerk-
      verkehrs
    □ Netzwerkabsicherung – Einsatz einer Firewall

Herr Max Mustermann
Muster GmbH & Co. KG, Musterstadt
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PROFINET

erfolgreich
(Installation, Fehlersuche, Diagnose und Instandhaltung)

hat am Praxisseminar

Ort, Datum Seminarleiter: 

Indu-Sol GmbH • Blumenstraße 3 • 04626 Schmölln • Tel: 034491/5818-0 • Fax: 034491/5818-99 
info@indu-sol.com • www.indu-sol.com   

teilgenommen.

Seminarinhalte:

• Übertragungsverfahren (Halb- & Vollduplex, Bitrate, Baudrate)
• IP-Adressen/Subnetzmasken (MAC, IP, Subnetzmaske)
• Was ist PROFINET? (Aktualisierungszeiten, Linientiefe, Gerätetausch)
• EMV & Potentialausgleich (niederfrequente/hochfrequente Ströme, niederohmige/
  niederimpedante Potentialausgleichsleiter)
• Dokumentation (Topologie)
• Übertragungsmedien (Kupfer, Lichtwellenleiter, Stecker)
• Kommunikation (Telegrammaufbau, ISO/OSI)
• PROFINET Diagnose (Messen > Was, Wie, Wo, Womit)
• Netzwerkkomponenten (Arbeitsweise, Funktionen)
• Netzwerksicherheit (Anbindung von PROFINET an ein übergeordnetes Ethernet Netzwerk)

Herr Max Mustermann
Muster GmbH & Co. KG, Musterstadt
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Measurement / Troubleshooting
Network analysis / certification, troubleshooting

Training
PROFINET seminar PI certified incl. exam

Training
Wireless LAN seminar

Training
Security seminar

Training
PROFINET seminars
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Indu-Sol GmbH 
Blumenstrasse 3 
04626 Schmoelln

Telephone: +49 (0) 34491 5818-0 
Telefax: +49 (0) 34491 5818-99

info@indu-sol.com 
www.indu-sol.com 

Certified according to DIN EN ISO 9001:2015

The SWITCH - The network expert | Technology made easy

www.indu-sol.com/switch-movie or use the QR code directly

InduSol America, LLC
980 Birmingham Rd. Ste 721 
Alpharetta, GA 30004, USA

Telephone: +1.678.880.6910 
+52 (55) 8526-6442

hello@indusolamerica.com 
www.indusolamerica.com


