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In industrial auto-
mation and machi-
nery operations, re-
liable, efficient, and
secure data com-
munication forms
the foundation for
productivity and in-
novation.

Selecting the right industrial swit-
ches for machine networks at the
OT level is crucial now and for the
future, determining the performance,
security and reliability of industrial
data transmission. Companies must
consider factors such as compa-
tibility with various fieldbuses and
protocols, robustness against harsh
environments, advanced security
features, scalability, seamless IT

connectivity, high availability and
redundancy. Efficient diagnostic and
monitoring functions, as well as user-
friendliness and maintainability, are
also essential. A careful cost-benefit
analysis remains critical to making
investments economically while en-
suring high quality and comprehen-
sive service from manufacturers for
reliability and customer satisfaction.
Network switches play a central

role in this ecosystem, controlling
data flows between devices within a
network. The correct selection and
configuration of these switches are
crucial to meeting the challenges of
modern industrial plants while laying
the foundation for future techno-
logies and expansions. This guide
leads you through the world of net-
work switches, their types, applica-
tion areas, and specific benefits for
industrial automation.
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Types of

Network
Switches

and Their Applications
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Managed

Switches

Network management
with port configu-
ration, redundancy
protocols and VLAN

Lightly Managed
Switches

with simple configu-
ration options without
the complexity of fully
managed switches
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Unmanaged Managed
Switches with diagnostic
for simple applications function

without management Permanent line
functions diagnostics, condition

monitoring and
performance monitoring
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Managead
Switches

Managed switches
represent the pinnacle of
the network switch hierarchy
and are indispensable for
medium to large automation
networks due to their exten-
sive configurability and per-
formance. These switches
offer hundreds to thousands
of configuration options
crucial in today‘s complex

IT and OT landscape. Con-
figuration options include
access control lists (ACLs),
redundancy protocols, VLAN
settings, Quality of Service
(QoS) to prioritize network
traffic, and more, creating a
highly customized network

environment to meet specific
requirements. Management
is typically via a graphical
user interface (GUI) for
intuitive operation and visual
network monitoring. For net-
work professionals seeking
deeper control, managed
switches also allow admi-
nistration via a command-li-
ne interface (CLI), enabling
quick and efficient confi-
guration and the ability to
execute complex scripts and
commands for fine-grained
network management.



unmanaged and fully managed swit-
ches. These devices offer more unctio-

o nalities than unmanaged switches and
are ideal for networks requiring some

ent without the com-

as creating Virtual Local Area Networks
(VLANS), Quali ,’ (QoS) for
prioritizing netv d port con-
figurations. Co '@p‘ on is usually-via.a
user-friendly web-based graphical user
interface (GUI) for easy management.




Unme{haged
Switches

Simplicity for
Small Networks

Unmanaged Switches are
the simplest and most cost-
effective type of network
switches. They are ideal for
small networks where no
configuration is required,
offering a plug-and-play
solution. These switches are
excellent for simple applicati-
ons where no network traffic
management or specific
security or performance
requirements exist. For long-
term disturbance-free and
maintenance-friendly opera-
tion, managed switches are
generally recommended.




—fticient
Network

Management

Layer 2 switches, also known
as multiport bridge switches,
operate at the Data Link layer
(Layer 2) of the OSI model
and are primarily responsible
for forwarding data packets
within the same Local Area
Network (LAN). They are the
building blocks of a network,
making efficient decisions
based on MAC addresses

to ensure quick and targeted
data forwarding. In simple

or isolated network environ-
ments where routing between
different networks is not
required, Layer 2 switches
offer a cost-effective solution
to ensure long-term stable
network operation.

Layer 3 switches or multilay-
er switches operate at the
Network layer (Layer 3) of

the OSI model, combining
the functionalities of switches
and routers. These devices
can forward data packets wit-
hin a network and route traffic
between different networks
with different IP address
ranges. They use IP addres-
ses to make decisions about
forwarding data packets, ena-
bling more complex network
structures and efficient data
processing. Layer 3 switches
are particularly beneficial in
larger and more complex net-
works where traffic manage-
ment and routing between
different network areas are
required.
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traditional network management,
providing insights into network
traffic and structure essential
for predictive maintenance and
proactive network infrastructure
monitoring. They can identify
network issues early, initiate
automated maintenance pro-
cesses, minimize downtime, and
optimize network performance.
Knowing the current state of li-
nes in a machine network allows
proactive avoidance of downt-
ime costs.



Only those who
know the current
condition of the  :

lines in the ma-
thine network can

proactively avoid

downtime costs.

&

The PROmesh P switches
offer the following advantages:
= Effectively prevent network
errors (up to 40%) through:

Industrial

Diagnostic
Switches

Permanent network monitoring
is a vital measure to ensure
the availability and security of
industrial networks. With Indu-
Sol‘'s PROmesh P switches,
you can not only control data
flows in your network but also
monitor the network's quality
and performance.

- Permanent physical moni-
toring of data lines

- Detection of interference
currents via EMC
monitoring

- Monitoring of network load
(performance monitoring)

= Detection of access to the

control cabinet via light
sensors
= Detection and potential
blocking of network
accesses”
Identify more than 90%
of possible reasons for
unplanned plant downtime
with the CM&SM system.
Find more information
here.

* Port up/down including transmitted data volume |
** Condition Monitoring & Security Management System
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https://www.indu-sol.com/en/products/innovations/

Fixed, Modular
and Stackable
Switches

An Overview

Fixed Switches

Fixed switches have a set number
of ports and do not offer expan-
sion options. These devices are
ideal for smaller networks or as
part of a larger network where
the number of ports is known in
advance. They provide a simple,
cost-effective solution for stable
network environments.

Modular Switches:

Efficient Flexibility and Cost
Considerations

Modular switches offer outstan-
ding flexibility in terms of configu-
ration and expandability, ideal for
evolving network environments.
With interchangeable modules,
these switches can be adapted to
changing network requirements
by adding or swapping ports and
functions as needed. While modu-
lar switches provide flexibility, it's
essential to consider the cost-be-
nefit ratio. The base unit is often
designed for maximum expansion,

leading to high initial costs, espe-
cially if the current need for ports
is low. Companies should conduct
a precise needs analysis to avoid
unnecessary expenses and find

a balance between current and
future requirements.

Stackable Switches:
Flexibility and Network
Bottlenecks

Stackable switches offer a prac-
tical solution, balancing between
fixed and modular switches. They
allow multiple switches to be
logically connected into a single
manageable unit. This integra-
tion simplifies management and
improves scalability. However,
stackable switches can experien-
ce bottlenecks, particularly if the
connections between stacked
switches do not provide sufficient
bandwidth to handle the data
traffic efficiently. When planning
a stackable switch solution, it's
crucial to ensure that the connec-
tion capacity between switches
is adequate to transfer expected
data traffic without bottlenecks.
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Power and

PoE Switches

Flexibility Combined

PoE switches, which provide pow-
er over Ethernet, are increasingly
crucial in modern industrial en-
vironments. These devices power
endpoints, such as IP cameras,
VolIP phones, and WLAN access
points, directly over the Ethernet
cable. This functionality simplifies
device installation and mainte-
nance by eliminating the need

for separate power sources and
corresponding wiring. PoE swit-
ches enhance device placement
flexibility and reduce overall costs.
Different PoE standards can meet
various power requirements, ma-
king them a versatile solution for a
wide range of applications.

Challenges and Solutions
in Industrial Automation

Selecting and configuring network switches is essential to meet
the demands of modern industrial plants. Challenges include net-
work configuration complexity, security requirements, reliability,
availability, energy efficiency, and costs. Managed switches, espe-
cially those with network analysis functions, address these chal-
lenges effectively by providing advanced management features,
security features, and the ability for predictive maintenance.
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Protection
Classes

and Application Areas

IP protection classes are

: especially important when

it comes to the appropriate
installation location of electrical

i equipment like switches and

¢ the anticipated environmental
: conditions. Typically, the follo-
wing installation locations and

required protection classes are

distinguished:

Industrial switches
must be selec-
ted based on the
specific industrial
environment to.en-

F

sure they W|thstand
physical challenges '
without comprmyr—
sing perform

o

reliability.

H

IP20

Control Cabinet/Room

In control cabinets/rooms and

terminal boxes, the IP20 pro-
: tection class provides adequate

protection against unintentional

¢ contact with electronics.

IP67~'

+ Outside Control
i Cabinets/Rooms
: To be equipped against various

influences outside a protected

control cabinet/room, an IP67

protection class is recommen-

: ded in these environments.

IP69

: High-Pressure/Steam Jet . ! P
: Cleaning Areas ‘ BE;
Especially in the food and be- = ¢

: verg%e it dustry, the. environment
+ outside control cabinets/rooms

: sure/steam jet cleaning. Devices

is often subjected to high-pres-
in such areas must meet the

highest protection class require-
ments of IP69.
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Solid Foreign Objects (First Digit)

0
1

No protection.
Protection against solid foreign objects with a diameter
of 50 mm or more.

Protection against solid foreign objects with a diameter
of 125 mm or more.

Protection against solid foreign objects with a diameter
of 25 mm or more.

Protection against solid foreign objects with a diameter
of 1 mm or more.

Dust-protected. Limited protection against dust;
complete ingress is not possible.

Dust-tight. No dust ingress.

Water (Second Digit)
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No protection.

Protection against vertically falling water drops

Protection against water drops falling at up to a
15-degree angle

Protection against spraying water

Protection against splashing water from all directions
Protection against water jets from any direction
Protection against powerful water jets

Protection against temporary immersion in water

Protection against continuous immersion in water

Protection against high-pressure/steam jet cleaning

Industrial switches are spe-
cifically designed to function
reliably in demanding indust-
rial environments where they
are often exposed to extreme
temperatures, dust, dirt, and
moisture. To determine a de-
vice's suitability for such con-
ditions, IP protection classes
(Ingress Protection) are
referenced. These internatio-
nal standard classes define
the extent to which electronic
devices are protected against
the ingress of solid objects
(including body parts such as
hands and fingers), dust, ac-
cidental contact, and water.

» The first digit (O — 6)
indicates the level of pro-
tection against solid foreign
objects.

* The second digit (0 — 9)
describes the level of
protection against water
ingress.
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OT Network
Technology ot
the Future

Indu-Sol GmbH is one of the leading compa-
nies in industrial automation and OT network
technology. With a comprehensive range of
system solutions, including OT network in-
frastructure components for designing per-
formant and secure networks and automating
maintenance tasks for predictive maintenance,
Indu-Sol GmbH supports companies in making
their industrial plants more efficient, safer, and
future-proof. Our expertise allows us to offer
customized solutions tailored to the specific
needs and challenges of our customers.

In a time when the security of industrial networks is
of utmost importance, Indu-Sol provides advanced
OT security solutions aimed at protecting plants from
internal and external threats. Our security concepts
include both preventive measures and strategies for
quickly detecting and resolving security incidents to
ensure the integrity and availability of our customers'
industrial networks.
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Automating Maintenance and

Predictive Maintenance

Automating maintenance processes and implemen-
ting predictive maintenance strategies are other core
competencies of Indu-Sol. Using state-of-the-art
technologies and collecting and analyzing data from
the operational environment, we can identify potential
problems before they lead to failures: This not only
minimizes downtime but also optimizes maintenance
planning and execution, resulting in significant.cost
savings for our customers.
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Condition"Monitoring

Our condition monitoring systems provide real-time
insights into the condition of machines and equip-
ment. Continuous monitoring of critical parameters
allows for early detection of anomalies and the initia-
tion of appropriate measures to maximize equipment
availability and extend the lifespan of components.
This proactive:approach helps operators maintain
optimal operating conditions and overall efficiency.
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” Indu-Sol

O We Make
Networks Secure!

Commitment to Excellence and Innovation
Indu-Sol is committed to excellence in all areas.
Our solutions are based on the latest technological
developments and industry best practices to ensure
our customers benefit from the most advanced and

Planning
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effective solutions. Through continuous research and
development, we strive to deliver innovative products
and services that meet the ever-changing demands
of the industry.

A Competence Partner for the Future

As your partner for industrial automation and network
technology, Indu-Sol GmbH is ready to help you
tackle today's challenges and prepare for tomorrow's
opportunities. Our comprehensive understanding

of industry needs, combined with our commitment

to customer satisfaction and technical excellence,
makes us the ideal partner for companies seeking
success in an increasingly connected world.

Indu-Sol is more than a provider of
technological solutions; we are a trusted
advisor and partner for our customers.
By working with us, you benefit from our
deep expertise, innovative power, and
relentless dedication.




Conclusion on
Procuring

Industrial Switches

Selecting the right industrial switches for machine
networks at the OT level is critical for the perfor-
mance, security, and reliability of data transmission.
Various factors must be considered to meet the spe-
cific requirements of the industrial environment.

Compatibility and Robustness

The switches must be compatible with existing field-
buses and protocols, such as PROFINET or Ether-
Net/IP, to ensure easy integration into the existing
infrastructure. At the same time, the robustness of
the devices is crucial. They must withstand harsh
industrial conditions such as dust, moisture, vibrat-
ions, and temperature fluctuations, and offer a high
degree of electromagnetic compatibility (EMC). This
includes a robust housing, an extended temperature
range, and a durable circuit design.

Security and Scalability

Another key aspect is the security of data transmissi-
on. Industrial switches offer secure protocols such as
HTTPS or SNMPv3 and allow for user authentica-
tion and authorization. Additionally, the scalability
and flexibility of the switches must be ensured.

This means they should have a sufficient num-

ber of ports, high bandwidth, and flexible media
connections such as SFP slots for either fiber

or copper ports to facilitate expansions or

changes.

Connectivity and.Availability
Connectivity with the IT level is essen-
tial as it forms a bridge between data
sources at the OT level and data pro-
cessing and analysis applications at the
[T level. At these transition points, we
recommend using switches with firewall

functions to ensure only necessary access to the plant
network. Besides permanent network monitoring, a
redundant network setup also contributes to high
availability by supporting redundancy protocols such
as MRP or RSTP

Diagnosis, User-Friendliness, and Cost-Benefit
Analysis

For preventive or simple error detection and correcti-
on, the switches should have comprehensive diagno-
stic and monitoring functions. Practice shows that
data lines, EMC impacts, and overloaded networks
are responsible for around 60% of all network fai-
lures (Indu-Sol Vortex Report 2024). Switches with
diagnostic features such as line diagnostics, EMC,
and performance monitoring can announce most of
these errors through integrated alarm management
and enable maintenance before failure

Quality and service

The quality of the products, service, and solutions of
a manufacturer are crucial for customer satisfaction.
A good supplier should have high expertise, a good
reputation, and comprehensive support
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